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Input Attack Building Blocks Output Target System Result
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Xady — X + 6
min||xqq, — x|| < p

f(xadv) * f(X)
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IEEE COMMUNICATIONS LETTERS, VOL. 26, NO. 7, JULY 2022 1583

Multi-Objective GAN-Based Adversarial Attack
Technique for Modulation Classifiers

Paulo Freitas de Araujo-Filho™, Georges Kaddoum™, Senior Member, IEEE, Mohamed Naili,
Emmanuel Thepie Fapi™, and Zhongwen Zhu™', Senior Member, IEEE

f(xadv) * f(x)

min|[xgqy — x[| < p
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e Generative Adversarial Networks (GANs)
o Treina simultaneamente duas redes neurais gue competem entre si

e Gerador G
o Treinado para produzir amostras sintéticas de dados que sejam reconhecidos para reais
o Aprende a distribuicao de probabilidade de dos dados reais
o Implicitamente modela o sistema

e Discriminador D
o Treinado para distinguir as amostras reais daquelas produzidas pelo gerador

Training set V NN Discriminator LG = —D(G(Z))

== .. Lp=D(G®)-D®X
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Generator . | Fake image 'I'EMPES'I"EE]“(S)

2022




e Modificamos a estrutura da GAN para que o gerador produza perturbacdes adversariais

6 =0G(2) Le=—-D(x+ G(2))
Xqgy = X + G(2) Lp =D(x+ G(2)) — D(x)
Clean
Samples
X Ly
v v
/\ < » GAN Generator G) > + x+6@) » GAN Discriminator Dx+G(2)
‘ . v
Latent Space : Loss
z~N(0,1)
Lg > Modulation fx+G() A
Classifier
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e Modificamos a estrutura da GAN para que o gerador produza perturbacdes adversariais
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Loz = CE(F(x + G(2),y) = = ) yilog(fi(x + G (2))
=1
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e Modificamos a estrutura da GAN para que o gerador produza perturbacdes adversariais

Lgi = —-D(x +G(2))

Loz = CE(f(x + 6(2),y) = = ) yilog(fi(x + G(2)))
i=1
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e Modificamos a estrutura da GAN para que o gerador produza perturbacdes adversariais

Lgi = —-D(x +G(2))

Loz = CE(f(x + 6(2),y) = = ) yilog(fi(x + G(2)))
i=1

Le = algy + FLg,
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e Multi-Task Loss

pyIf" (x)) = Softmax(f¥ (x))
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e Multi-Task Loss

pyIf" (x)) = Softmax(f¥ (x))

1
logp(yIf* (x)) < =5 [ly = f* ()| 1* —logo
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e Multi-Task Loss

pIfY (x)) = Softmax(f¥ (x))
1
logp(yIf* (x)) < =5 [ly = f* ()| 1* —logo

logp(¥1, Y21 () = p(y1|[fY (X)) - p21 7 ()
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Multi-Task Loss

pIf" (x)) = Softmax(f¥ (x))
1
logp(Y|f7 (%)) —5zlly - fY(x)|1?—logo

logp(¥1, Y21 () = p(y1|[fY (X)) - p21 7 ()

L(W, 01'02) = —logp(y1 vl (x)
201 207 11Y1 — fW<x)| % +5211y2 = f (01 |? + log 010
L1 (W) t53 Lz (W) + logo,0,
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e Multi-Task Loss
Lei = —D(x+ G(2))

Lez = CE(f(x + 6@),) = = ) yilog(fix + G(2))
i=1

1
20%

1
L = Lgi + Py Lg, + log(o,07)
2
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e Multi-Task Loss
Ly = —D(x+G(2))

Lez = CE(f(x + 6@),) = = ) yilog(fix + G(2))
i=1

1
20%

1
L = Lgi + Py Lg, + log(o,07)
2

_ D(x+G(z2)) CE(f(x+6(2)),y)
L =— 20% T 203 -

+ log(o405)
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e Modificamos a estrutura da GAN e a combinamos com a Multi-Task Loss
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e Multi-Objective GAN-Based Adversarial Attack

Algorithm 1 Proposed Adversarial Attack Technique

1: Train a GAN according to equations (4) and (5)
2: for Each incoming sample x do

3:  Compute G(z)
4
5

Construct the adversarial sample X34y = X + G(2)
. end for
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Multi-Objective GAN-Based Adversarial Attack
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e Multi-Objective GAN-Based Adversarial Attack
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Multi-Objective GAN-Based Adversarial Attack
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Accuracy (%)

40

35

30

Multi-Objective GAN-Based Adversarial Attack
Classification Accuracy
———————————————————— =% -—0——
S —
- \ \
| —M - No attack | SNR=10 dB
| —@— Jamming Attack | SNR=10 dB
—&— Technique from [17] | SNR=10 dB
4 —%— Technique from [11] | SNR=10 dB
—®— Our Proposed Technique | SNR=10 dB
-10 -9 -8 -7 -6 -5 -4 -3 -2 -1
PNR (dB)

Adversarial Attack Technique

Mean Execution
Time per Sample

Technique from [17] 20189 ms
Technique from [11] 234 ms
Our Proposed Technique 0.6980 ms
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E agora? O que fazer?




e Diminuir a sensibilidade das fronteiras de decisao
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e Diminuir a sensibilidade das fronteiras de decisao

Classification Accuracy Multi-Objective GAN Attack (SNR=10dB)

Accuracy (%)

—M - No attack
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e Diminuir a sensibilidade das fronteiras de decisao

Classification Accuracy Multi-Objective GAN Attack (SNR=10dB)
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Combinacao de modelos
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e Remocdo de ruido e perturbacdes adversariais
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Com grandes poderes
vem grandes
responsabilidades!
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