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Endpoint Attacks - Overview
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Defense Evasion - EDR Timeline

L Jd

Criacio de Processo no Sistema Monitoramento de chamadas ao Kernele =

NTDLL
HOOKING
KERNEL i
Analise
Direct - Sleep  Indirect

SysCalls Mask SysCalls

SEETe @ @ ‘@. 0 9 gN
Tamper Behaviour Obsoleto Integrity - Behaviour - /}' famper Behaviour
Protection Engine ADD Log Message Engine ADD- Protection Engine ADD




§2) Tempest

Threat Detection L ACADEMY ]

Conference

CVE
© _o
MALWAR'E‘\ EXPLOIT
CZD >/ ¢ AMEACAS TRADICIONAIS
|: ........... [ ] [ ) [ ] [ ] [ ) [ ) [ ] B & o ¢ o o o o o o o o o o oo oo o o o o o o oo oo oo o o oo oo o o o
)
L
|_
L
a
<
o TATICAS TECNICAS
T \.}‘\e
o AMEACAS AVANCADAS
o
COMPORTAMENTO




ENDPOINT

PROTECTION
£ Tempest
-  POSTURA & INTEGRIDADE
ACADEMY. .
Conference o MRMUP & SIMULATION

o NUKES (THREAT HUNTING)




BASE - ENDPOINT PROTECTION

AACADEMY.

Conference

Integridade & Postura Hardening




WARMUP - ENDPOINT PROTECTION

ACADEMY.

Conference
‘ Nukes for Blue Team
Execution 3 Simulation
Detection
espondader




NUKES - Threat Hunting et

Conference

SKILLTECNICO

01 Pessoas

02 HIPOTESES
FORMATO
Processos ESCOPO
FLUXO
Tecnologia WARROM

0K

Telemetria
Searchs/Volumetria

Classificagdo da Informagdo: PUBLICA Autor da apresentagdo: <Nome do autor da apresentacdo>



Threat Response
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