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What is a SOC?
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“SOC is not SIEM”

by someone smart



SOC, more than MDR

THREE STEPS OF MANAGED
DETECTION AND RESPONSE

( )

Monitor
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Incident
Investigation
and Response
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SOC, incident types

System Problems

Natural Disaster Bad weather forecast

+ Lagin response for multiple
software services

+ Web server log entries that show
vulnerability scanner usage

+ Announcement of new exploit
that targets vulnerability of
organization’s mail server

+ A threat from a group stating
that the group will attack the
organization
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Multiple power interruptions

+ Multiple power interruptions

+ Noticeable period of fluctuation in
power supply

+ Continuous period of temperature
increase in direct current (DC)

+ Network intrusion detection
sensor alerts when buffer
overflow attempt occurs against
database server

« Antivirus software alerts when it
detects that a host is infected with
malware.

+ A system administrator sees a
filename with unusual characters.
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SOC, incident response and run/playbooks :nem:
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Detection INCIDENTRESPONSE COM

PREPARE - MALWAF
> ~ Determine
Vulnerability
START —_— Core Ops Team
(\ /] & Define Roles Maneger
Determine Response
Extended Team === SPr’olessrtnnld 8 Support (Legal
& Define Roles oot o PR, etc.)
Define
Escalation Path
Eradication >

Escalation Escalation
Document Internal Path Document
Recovery

ol
Post-Incident
Activities/Closure

1E OUTBREAK

Analysis

Containment
Recording

and Tracking
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Use case driven by correlation between events, T (< JIENN
network traffic, behavior or anomaly detection \ y y
and the log sources available. Persistence Defense Discovery,
Evasion Collection, etc.

gé{?% — Download — — Contains — %&_g% — Install ——»-*_L’/

Explore

Command
and Contoo, @ ——-—————f7"1H"-—-"H—"H""H""H—""""""""""—"———————= |

|
~—_ | Lateral Movement, Privilege Escalation, =)
: Collection, Exfiltration, Impact... S
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SOC, incident characteristics and handling :;;"“’E"i;g;
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Incident Prioritization Matrix e Severity (appropriate classification)

e Level/tag (enrichment);

|

o Vg e Incident handling (analysis);
Department, Location Number of Users g
| - - e Runbook /Act/ Call;
Can no longer perform High Moderate
T g e Escalation (correlation / hunting);
iﬁ‘;’tﬁ:ﬁ?:féf?f;i;i:' - - e Containment, Eradication, and

L .
i = | Incon‘\:/’:'nient oderats foN e Re cove ry y

e Lessons learned.

(" invgate
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Frameworks

Attacker thinking and some
frameworks:

Cyber Kill Chain, Insider Threat Kill
Chain and Mitre Att&ck.




Cyber Kill Chain, by stage A

Conference

. Weaponization , Exploitation , Command & ,
E i E Control E

Recon Deli'very Installation Actions on
Objectives
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Insider Threat Kill Chain, by stage ng;
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THE INSIDER THREAT KILL CHAIN

RECONNAISSANCE CIRCUMVENTION AGGREGATION OBFUSCATION
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Mitre Att&ck, by tactics ACADEMY ]
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MITRE ATT&CK Tactics in the Enterprise Matrix

Reconnaissance Credential Access

Resource Development Discovery

Initial Access Lateral Movement

Execution Collection

Persistence Command and Control

Privilege Escalation Exfiltration

Defense Evasion Impact
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ATRIEDITO/COVER

reopie \c cost

Proce

nuormm' witisl  Devéloping  Defined. Managed.  Ostimized
" 1.0 2.0 3.0 4.0 .0
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Mitre Att&ck, the matrix - ACADEMY
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Lateral Movement Collection oam“ Exfiltration Impact
16 9 3
k::;m I'Iwm;um I[mwm Account Access

Multiple attack mapped by
environment / sector to
model threat scenarios
with attacker mindset.
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Threat Scenarios

Modeling with knowledge of
business




Threat scenarios, what are they?

National Institute of
GLOSSARY Standards and Technology

threat scenario

Definitions:

ACADEMY.

Conference

& A set of discrete threat events, associated with a specific threat source or multiple threat

sources, partially ordered in time.
Sources:

NIST SP 800-160 Vol. 2 Rev. 1 from NIST SP 800-30 Rev. 1

NIST SP 800-161r1 from NIST SP 800-30 Rev. 1

NISTIR 7622 under Threat Scenario from NIST SP 800-30 Rev. 1

& A set of discrete threat events, associated with a specific threat source or multiple threat

sources, partially ordered in time.
Sources:

Synonym for Threat Campaign.

NIST SP 800-30 Rev. 1 under Threat Scenario

_ Campaign may
imply insistence
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Threat scenarios, ex: phishing

Phishing detected with a spreadsheet attached,
without macros, claiming to be confidential content for
a specific department.

Phishing detected with a link to a form that may
attempt to steal the user's credentials, to everyone.

Phishing detected with a malware attached, claiming
to the execution.

Phishing detected from a C-level account!!!

ACADEMY.

. [l
S : v N ~
! e ’ { \ \ )0 S
AR i
o Phishing ]
/M —— -
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(T'1566) (T1598) (T1534)

Phishing Phishing for Information Internal Spearphishing
Tactic: Initial Access Tactic: Reconnaissance Tactic: Lateral Movement
Sub-techniques: Sub-techniques:

T1566.001, T1598.001,
T1566.002, T1598.002,
T1566.003, 71598.003,
T71566.004 T71598.004

Related tactics: Resource Development, Initial Access, Execution, Defense Evasion, Discovery,
Lateral Movement... always business-oriented!

Classificagdo da Informagéo: PUBLICA Autor da apresentagéo: <Manoelito Filho | Blue Consulting>


https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1598/
https://attack.mitre.org/techniques/T1534/

Threat scenarios, other scenarios

./exp.sh: line 3: 40281 Segmentation
[1] Try 2837

[.] crafting payload...

[.] triggering heap overflow...
./exp.sh: line 3: 40282 Segmentation
[1] Try 2838

[.] crafting payload...

[.] triggering heap overflow...
./exp.sh: line 3: 40283 Segmentation
[1] Try 2839

[.] crafting payload...
[.] triggering heap overflow...
./exp.sh: line 3: 40284 Segmentation
[1] Try 2840
crafting payload...
triggering heap overflow...
callback executed!

we are root!

. /exploit

. /exploit

./exploit

. /exploit
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Threat scenarios, appropriate classification acapemy:

Tempest
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Priority Code = Target Resoluti
I’IO'rI ¥ e Incident Impact Target Response Time ae ‘eso Sl
Incident Scale Time

Critical
2 High
3 Medium
4 Low
5 Very Low

<5min
With a 24-hour response team

< 15 mins during office hours

< 2 hours after office hours for an
office-hour response team. Otherwise,
4-8 hours depending on site.

< 15 mins during office hours

< 2 hours after office hours for an
office-hour response team. Otherwise,
4-8 hours depending on site.

< 15 mins during office hours

< 2 hours after office hours for an
office-hour response team. Otherwise,
4-8 hours depending on site.

No response needed with system auto-
filter.

<1 hour

Considering:
o e Priority;
e Impact;
<8hours e Responsible team;
e Resolution time;

< 24 hours

e Mitigation!
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Threat scenarios, business-oriented - ACADEMY -

etc.

Knowledge of business;
Specific behavior detection;
Special anomaly detection;
Cross-department correlation
(DLP, NAC, etc.);

Tempest

Conference
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Conclusion

Because conclusion is also
iImportant
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e Appropriate classification <3;
e Threat modeling mapped by environment / sector;
e Balance between cost, risk and maturity;
e Attacker mindset is very useful;

e Use cases business-oriented;

e Deep details making the difference;

e Efficient and effective incident handling;

e There are no bugs in the matrix... really? :)



Thank you!

by Manoelito Filho (LinkedIn)
manoelito.filho (a) tempest.com.br
Suggestions and questions, ping me ;)

We are at “Ask the Experts” space!
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https://www.linkedin.com/in/manoelitofilho/
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Let’s deeper dive into :)
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