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Showing 1 - 20 out of 441856 results Buckets Listing
# Bucket Files < Container
1 /A NN indows.net 2896 private
2 /\ /N clOWS.net 13 files
3 /A T, \/indows.net 1 grafenhausen
4 /A S indows.net 6 gourmet
5 /A I incdows.net 1980 production
6 /A I indows.net 1983 development
7 /A N indows.net 2 customers
CRAYHAT
%F?A 8 /A I indows.net 25 images
RFARE

cause white is boring
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Bucket Filename Size « Last Modified

1.96TB 27-01-2023 20:19:36

1.38TB 14-04-2021 09:42:13

ws? N < 3.2 az0Naws.com X 871.56GB 15-06-2023 09:56:58

aws” N < 3.2rmazonaw resou 737.22GB 22-04-2022 20:52:12

ws? N <> Mazonaws.com 716.26GB 09-08-2017 01:48:24

aws” 699.79GB 08-12-2022 20:16:23

aws 661.27GB 13-01-2022 11:19:15

444.89GB 30-04-2020 03:12:03

? aWST <3 amazor 416.52G8 22-04-2022 16:26:31
GRAYHAY

WARFARE aws® I 358.29GB 16-04-2021 18:24:43
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Showing 1 - 20 out of 11231455917 results

# Bucket Filename Container Size ¢ Last Modified %

1 A" "oV et e . 278.14kB 14-08-2020 10:03:43
2 A’ R indovs.net x s &= [ 2.82kB 06-07-2021 11:01:31
3 A" I indows net x [ . 107.16kB 09-12-2020 10:04:00
4 A" I i dovs.net x I I 178.97kB 05-08-2020 23:22:51
5 A° I i covs.net X '/ I 135.45kB 05-08-2020 22:31:53
6 A" S incovs net ' . 593.61kB 13-08-2020 17:08:44
7 A°” R incovs net x I [ 43.35kB 05-08-2020 22:31:53
8 A7 _.v.“n‘do‘.ws.net % -_ csv [ 62.00B 07-02-2022 10:21:11
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Showing 1 - 20 out of 2308 results
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# Bucket

1 "

2 '~

3 o el

4 (o il

5 o

6 oz

7 L 2

8 07— igitaloceansp
9 D7 igitalocean

alocean

LrAYHAT ©  °
WARFARE - -

cause white is boring

Filename

‘*F%H%H pdf

Size $

188.55kB

93.10kB

117.89kB

98.88kB

57.76kB

147.15kB

139.47kB

1.76MB

138.53kB

458.10kB

484.68kB

Last Modified &

12-01-2021

12-01-2021

14-07-2021

12-01-2021

12-01-2021

12-01-2021

12-01-2021

15-07-2021

11:41:46

11:43:38

17:02:48

11:33:08

11:30:42

11:34:59

11:30:27

18:13:11

28-09-2021 20:19:33

12-01-2021

12-01-2021

11:32:02

11:32:18
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Cloudsploit Checks

Alibaba
71

Github
10

AWS
563

Google
254

Azure
292
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99
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var helpers = require('../../../helpers/aws');

module.exports = {

title: 'S3 Bucket Public Access Block',

category: 'S3',

domain: 'Storage’,

description: 'Ensures S3 public access block is enabled on all buckets or for AWS account',

more_info: 'Blocking S3 public access at the account level or bucket-level ensures objects are not accidentally exposed.',

recommended action: 'Enable the S3 public access block on all S3 buckets or for AWS account.',

link: 'https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html',

apis: ['S3:listBuckets', 'S3:getPublicAccessBlock', 'S3:getBucketLocation', 'S3Control:getPublicAccessBlock', 'STS:getCallerIdentity'l],

settings: {

s3 public_access block allow pattern: {

name: 'S3 Public Access Block Allow Pattern',
description: 'When set, whitelists buckets matching the given pattern. Useful for overriding buckets outside the account control.',
regex: '~.{1,255}%$"',
default: false

}
check global block: {
name: 'Check Global Block',
description: 'When set, check account level public access for S3 and override bucket level public access check.',
regex: '~(true|false)$',
default: 'false’
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Rule = Severity = URL Check Source (github) = Recomendation
Amazon EBS Public Snapshots Critical https://github.com/aguasecurity/cloudsploititree/master/plugins/aws/ec2/ebsSnapshotPublic.js Modify the permissions of public snapshots to remove public access.
Certificate Expiry Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/iam/certificate Expiry.js Update your certificates before the expiration date
EBS Volume Snapshot Public Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/ec2/ebsSnapshotPrivate.js Ensure that each EBS snapshot has its permissions set to private.
EKS Kubernetes Version Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/eks/eksKubernetesVersion.js Upgrade the version of Kubernetes on all EKS clusters to the latest available version.
ElasticSearch Exposed Domain Critical https://github.com/aquasecurity/cloudsploititree/master/plugins/aws/es/esExposedDomain.js Update elasticsearch domain to set access control.
Environment Admin Privileges Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/mwaa/environmentAdminPrivileges.js Modify IAM role attached with MWAA environment to provide the minimal amount of access required to perform if
Lambda Admin Privileges Critical https:/github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/lambda/lambdaAdminPrivileges.js Modify IAM role attached with Lambda function to provide the minimal amount of access required to perform its
Lambda Public Access Critical https://github.com/aquasecurity/cloudsploit/itree/master/plugins/aws/lambda/lambdaPublicAccess.js Update the Lambda policy to prevent access from the public.
Notebook Direct Internet Access Critical https://github.com/aquasecurity/cloudsploit/tree/ /plugins/aws/sagemaker/notebookDirectinternetAccess.js | Disable DirectinternetAccess for each SageMaker notebook.
Open All Ports Protocols Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/ec2/openAllPortsProtocols. | Modify the security group to specify a specific port and protocol to allow.
Public AMI Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/ec2/publicAmi.js Convert the public AMI a private image.
RDS Publicly Accessible Critical https:/github.com/aquasecurity/cloudsplo e/master/plugins/aws/rds/rdsPubliclyAccessible. js Remove the public endpoint from the RDS instance
Redshift Publicly Accessible Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/redshift/redshiftPubliclyAccessible Remove the public endpoint from the Redshift cluster
Root Access Keys Critical Remove access keys for the root account and setup IAM users with limited permissions instead
Root Account Active Signing Certificates Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/iam/rootSigningCertificate.js Delete the x509 certificates associated with the root account.
Root Account In Use Critical https://github.com/aguasecurity/cloudsploititree/master/plugins/aws/iam/rootAccountinUse.js Create IAM users with appropriate group-level permissions for account access. Create an MFA token for the root
Root MFA Enabled Critical https:/github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/iam/rootMfaEnabled.js Enable an MFA device for the root account and then use an IAM user for managing services
S3 Bucket All Users ACL Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/s3/bucketAllUsersAcl.js Disable global all users policies on all S3 buckets and ensure both the bucket ACL is configured with least privile
S3 Bucket All Users Policy Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/s3/bucketAllUsersPolicy.js Remove wildcard principals from the bucket policy statements.
Secrets Manager Secret Rotation Enabled Critical https://github.com/aquasecurity/cloudsploit/tree/! Iplugins/aws/secretsmanager/secretRotationEnabled.js Enable secret rotation for your secrets
SQS Public Access Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/sqs/sqsPublicAccess.js Update the SQS queue policy to prevent public access.
Web Server Public Access Critical https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/mwaa/webServerPublicAccess.js Modify Amazon MWAA environments to set web server access mode to be private only
Access Keys Extra High https://github.com/aguasecurity/cloudsploititree/master/plugins/aws/iam/accessKeysExtra.js Remove the extra access key for the specified user.
Access Keys Last Used High https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/iam/accessKeysL astUsed.j Log into the 1AM portal and remove the offending access key.
Access Keys Rotated High https:/github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/iam/accessKeysRotated.js To rotate an access key
ACM Certificate Expiry High https://github.com/aquasecurity/cloudsploititree/master/plugins/aws/acm/acmCertificate Expiry.js Ensure AWS is able to renew the certificate via email or DNS validation of the domain,
Allowed Custom Ports High https://github.com/aquasecurity/cloudsploit/tree/master/plugins/aws/ec2/allowedCustomPorts.js Modify the security group to ensure the ports are not exposed publicly
API Gateway Certificate Rotation High https://github.com/aquasecurity/cloudsploit/tree/ Iplugins/aws/af vay/apigatewayCertificateRotation.js | Rotate the certificate attached to APl Gateway API
API Gateway Private Endpoints High https://github.com/aquasecurity/cloudsploit/tree/! /plugins/aws/apigate apigatewayPrivateEndpoints.js Set API Gateway API endpoint configuration to private
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index=aws_cloudtrail eventName="PutBucketAcl"
requestParameters.AccessControlPolicy.AccessControlList.Grant{}.Grantee.URI="http://acs.amazonaws.com/groups/global/AllUsers"

CSPM2CT Splunk index=aws_cloudtrail eventName=PutBucketPolicy
requestParameters.bucketPolicy.Statement{}.Principal="*"
requestParameters.bucketPolicy.Statement{}.Effect="Allow"
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CloudTrail



"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId”: "AROAYXXXXXXXXXXXXXXX",
"arn": "arn:aws:sts::012345678910:assumed - role/XXXXX00O00OOOOOOOOOOOOOOOXXXXX ",
"accountId": "012345678910",
"accessKeyId": "ASIAYXXXXOOOMXXXXXXX",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId”: "AROAYXXXXXXOXXXXXXXXX",

"arn": "arn:aws:iam::012345678910: roLe/XXX000000NX / XXXOOO0O0OOOOOXXXXX"

"accountId": "012345678910",

F -nc n D E “.i 1 "userName": " XXX00000C0OCNONNONNNNXXX "
e 4 oo

Quem

=

CloudTrail Event

ALl AUULCO . 1
"creationDate": "2023-11-06T21:04:59Z",
C 0 n fe I’e n C e "mfaAuthenticated": "true
}
}
h
"eventTime": 12023-11-06T21:12:192", ] Quando

"eventSource": "s3.amazonaws.com'",
"eventName": iGetAccountPublicAccessBlock", | O que
"awsRegion": "us-west-2",
"sourceIPAddress":| "172.28.143.122",
"userAgent": "[S3Console/0.4, aws-internal/3 aws-sdk- 1ava/1 19 488 Linux/5.1xxstandard]",
"errorCode": "NoSuchPublicAccessBlockConfiguration",
"errorMessage": "The public access block configuration was not found",
"requestParameters": {

"Host": "012345678910.s3-control.us-west-2.amazonaws.com"

Parametros

}
~ " TEeSpoNsecLlements @ nuLe,
"additionalEventData": {
"SignatureVersion": "Sigv4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": XA XX XXX AOTEONOGONOECRORNADONOABER0BETOAOCAMGEAOANXXXXXXXXX"




Alerta de deteccao factual

Dashboards

v 36 events (11/6/23 12:00:00.000 AM to 11/7/23 12:00:00.000 AM)

No Event Sampling v

Events Patterns Statistics (1) Visualization

100 Per Page v # Format Preview v

SIc < 7 counts ~ aws_account ¢+ errorCode <
] 36 I  \oSuchPublicAccessBlockConf
]

3

guration

Job v

Search & Reporting

Close

Create Table View

Yesterday v n

?® Smart Mode v

initial_time < e end_time < F 4

2023-11-06 15:32:07 2023-11-06 19:35:46
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Save As Alert

Alerta

Search

Settings

Title

Description

New Searc!

Permissions

Alert type
Time Range
Cron Expression

Expires

Trigger Condltions

Trigger alert when

v 36 events (11/6/2

Events Pattern
Trigger
100 Per Page ~ Throttle ?
SIC < 4 Trigger Actlons
|

[AWS] S3 Public Access

Optional
Vi
Save As ¥
Private Shared in App
Scheduled Real-time
Run on Cron Schedule ¥
Last 15 minutes »

5 *
1. 0018 (every day at 6PM). Learn More
24 hour(s) v

is greater than v

Once

Number of Results v

For each resuit

al_time <

3-11-06 15:32:07

Create Table View

Close

Yesterday v

? Smart Mode ~

7 end_time < F 4

2023-11-06 19:35:46
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Save As Alert
Save As Alert X
AI e rta ‘ Settings Trigger Actlons
Title + Add Actions ¥
o When triggered Y Telegram Alert Action RGNS > Search & Reporting
Description
Event Title * [N telegram
e i1 hesentin Teleqthm Pate Table View Close
Permissions ; - |
Alert type
N Message * Yesterday v
Time Range
Cron Expression Severity * Low v
Te
Expires Bot ID *
Trigger Condltions
Trigger alert when
v 36 events (11/6/2 Chat D * 4 ? Smart Mode ¥
Events Pattern
Trigger
100 Per Page ¥ Throttle 7
> A Add to Triggered Alerts Remove
SIC = 4 Trigger Actlons end_time . e
I cancel 2023-11-06 19:35:46
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