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Dynamic: Técnicas de andlise de Software em
Runtime.

Hybrid: Utiliza técnicas.estaticas e dinamicas.
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e Excelentes resultados no processamento de Linguagem
Natural
e Escalabilidade

e Abordagem inovadora




Finding Bugs Using Your Own Code: Detecting
Functionally-similar yet Inconsistent Code

Mansour Ahmadi, Reza Mirzazade Farkhani, Ryan Williams, and
Long Lu, Northeastern University

hitps://www.usenix.org/conference/usenixsecurity21/presentation/ahmadi

This paper is included in the Proceedings of the
30th USENIX Security Symposium.
August 11-13, 2021
9781

Open access to the Proceedings of the
30th USENIX Security Symposium
is sponsored by USENIX.
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Algoritmos que buscam identificar padrbes em conjunto de dados nao rotulados.

Clusterizacao ‘
Hierarquica @

Algoritmos de agrupamento
utilizando ferramentas de
distancia.
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Logo, a abordagem utilizada no FICS precisa
apenas do proprio codigo-fonte do projeto para
detectar vulnerabilidades.



£ Tempest
ACADEMY

Conference
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Passo a

sample.c

passo:

: ModulelD = 'sample.c DDG, DDG,

%2 = alloca i32, align 4
%3 = alloca 8", align 8

INSTALL
config

C Project

Manual Analysis

Y

[ [ 1] >

() 2] - @
LLVM bitcodes Per-Function Intra-Procedural Per-Variable DDG

Data Dependece Graph (DDG)

“estruct._IO_marker = type {i32, i8* }

“Function Attrs: nounwind uwtable afgc result
define i32 @main(i32 %argc, i8** %argv)#0 {

%1 = alloca i32, align 4

%%status = alloca i32, align 4 %atus f
“eresult = alloca i32, align 4 arg,o
| —— — — f

: Constructs

Abstract
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passo:

sample.c

: Modulel D = 'sample.c
“estruct._I0_marker = type {i32, i8* }

; Function Attrs: nounwind uwtable

define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4

Yo alloca i32, align 4

*, align 8

INSTALL
config

C Project

cai32, align 4
%eresult = alloca i32, align 4

Y

DDG, DDG,

o Per-Function Intra-Procedural

~

Data Dependece Graph (DDG)

Manual Analysis

Similar Constructs
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: Modulel D = 'sample.c DDG DDG. R
“gstruct._10_marker = type {i32, i8* } 1 2
;“Function Attrs: nounwind uwtable
define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4
Sample.c Yo alloca i32, align 4
wen ! **, align 8
> cai32, align 4
INSTALL %eresult = alloca i32, align 4
config
S — ——
[ [T 1] > -
L 0 -
C Project LLVM bitcodes Per-Function Intra-Procedural

Data Dependece Graph (DDG)

Manual Analysis

Similar Constructs
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: ModulelD = 'sample.c D[)G1 DDG2

“estruct._IO_marker = type {i32, i8* } a Ie dati
ompilation
; Function Attrs: nounwind uwtable ”gc result
define i32 @main(i32 %argc, i8** %argv)#0 { .
sample.c 1= alloca B2, dign4 DDG Extraction
p % % alloca i32, align 4

Construct Extraction

Y

config

Sl o 8 status
INSTALL %eresult = alloca 13322,val:gn : fwgv

T

Abstraction

@ {2 -Q
@ Y i e eceaii. @

Data Dependece Graph (DDG)

C Project

Bag-of-Nodes
Cosine Similarity

Manual Analysis

Graph2vec

Deviation Analysis
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: Modulel D = 'sample.c
“estruct._I0_marker = type {i32, i8* }

;“Function Attrs: nounwind uwtable

define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4
%2 = alloca i32, align 4
%3 = alloca i8**, align 8

INSTALL
config

C Project

Y

%estatus = alloca 32, align 4
%eresult = alloca i32, align 4

DDG,

arge é)xo a Compilation
O‘O e DDG Extraction
> o

DDG,

Construct Extraction

Abstraction

Manual Analysis

Bag-of-Nodes

Cosine Similarity

Graph2vec

Inconsistent Constructs m Similar Constructs m Abstract

Deviation Analysis

° Clustering

onstructs
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“estruct._10_marker = type {i32, i8* } a Ie ilati
‘ompilation

; Function Attrs: nounwind uwtable ”gc result

define i32 @main(i32 %argc, i8** %argv)#0 { .
%1 = alloca i32, align 4 DDG Extraction

Sample.c %2 = alloca i32, align 4
%3 = alloca 8", align 8

* . : ‘ p—
INSTALL oofta:js-_ alloca‘|32, a:ig:li
config eresult = alloca i32, align 4 argo

Construct Extraction

Y

Abstraction

4
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C Project
Data Dependece Graph (DDG)
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Passo a passo:

: ModulelD = 'sample.c D[)G1 DDG2

“estruct._IO_marker = type {i32, i8* } a Ie dati
ompilation

; Function Attrs: nounwind uwtable ”gc result

define i32 @main(i32 %argc, i8** %argv)#0 { .
%1 = alloca i32, align 4 DDG Extraction

sample.c %2 = alloca i32, align 4 )
%3 = alloca 8", align 8 Status
|N STALL %estatus = alloca 32, align 4
z %eresult = alloca i32, align 4 arg,o
config
T  ——
5d

C Project

Construct Extraction

Y

Abstraction

Data Dependece Graph (DDG)
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Bag-of-Nodes

Cosine Similarity
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Graph2vec
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Passo a

passo:
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: Modulel D = 'sample.c DDG DDG. R
“gstruct._10_marker = type {i32, i8* } 1 2
;“Function Attrs: nounwind uwtable
define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4
Sample.c Yo alloca i32, align 4
wen ! **, align 8
> cai32, align 4
INSTALL %eresult = alloca i32, align 4
config
S — ——
[ [T 1] > -
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Data Dependece Graph (DDG)

Manual Analysis
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: ModulelD = 'sample.c
“estruct._IO_marker = type {i32, i8* }
;.i:unction Attrs: nounwind uwtable
define i32 @main(i32 %argc, i8** Y%eargv)#0 {
%1 = alloca i32, align 4 )
Samp|e.C %2 = alloca i32, align 4
~Eie ) %3 = alloca i8**, align 8
Yestatus = alloca 132, align 4
INSTALL %result = alloca i32, align 4
config
C Project LLVM bitcodes
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Ferramentas:
e Clang: Tradutor de linguagem C para LLVM Bitcode (.bc) ou LLVM Assembly Language Format (.Il)

e Opt: Analisador e Otimizador de cddigo fonte LLVM

ProjetoOpenSource.c }— | LLVM Intermediate —>®

LbTIFF ' Representation (IR)
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define 132 @main() #0 !dbg !4 {

Binary Operations
%1 = alloca i32, align 4

Memory Operatlons $variavel = alloca 132, align 4

store 132 0, 1i32* %1, align 4

1d0 @ ONV1O

Terminator . . ‘ —
Operations call void @llvm.dbg.declare(metadata 132* $variavel, metadata !11, metadata !'12), E
'dbg !13 Z

Cast Operations store 132 10, 1i32* %variavel, align 4, !dbg !13 w
%2 = load i32, i32* %$variavel, align 4, !dbg !14 c:)o-

Other Operations ret i32 %2, !dbg !'15 o
o

} D

declare void @llvm.dbg.declare(metadata, metadata, metadata) #1 ’6\_

(@)

N

attributes #0 = { norecurse nounwind uwtable "disable-tail-calls'="false"

#include <stdio.h>

"less-precise-fp mad™="false" "no-frame-pointer-elim*®="true"

"no-frame-pointer-elim-non-leaf""no-infs-fp-math'™="false" "no-nans-fp-math'™="false"

int main
* in(){ "stack-protector-buffer-size®"8" "target-cpu'="x86-64"

int variavel=10;

"target-features'™="+fxsr, tmmx, tsse, +sse2" "unsafe-fp-math'="false"

return variavel;

"use-soft-float'="false" }

attributes #1 = { nounwind readnone }

Documentacao: https://llivm.org/docs/LangRef.html#instruction-reference
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Nodes Declaracbes e Predicados ou operagdes e operandos
relacionados aos elementos do codigo.

Dependéncias quanto aos valores e execugao. | Edges

Ordem Parcial do Cdédigo




Transformacoes dos Grafos

argccfl‘o Qgsult
status
Extragdo das sub-rotinas do DDG, f argo

em todas as variaveis locais e
globais

PDG DDG CONSTRUCT

< :%:6 = load of cm’/

Omissao das dependéncias de
I controle do codigo 5_,1

P e TWc
7 2=loadof b[il] T\ N

// = - \
// 5.t \\
/ I -

{ < %add=fadd%0,%2 > |5 _ pi-block
e v /
N S
Tempest S\ < blil = %add B
k. N T—— ///
r - Se—
HACADEMY.
Conference ,
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Construct

Subgrafo do Data Dependence Graph. Contém todas as
variaveis locais, parametros e variaveis globais de suas
respectivas fungoes.

Através de um DDG, a extracdo comeca de um Node
especifico e atravessa todos os subsequentes que
dependem desse.

|
e P, o,

status
(5§%"XW

£ Tempest
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Definindo os constructs, o problema muda de:

Detectar inconsisténcias no codigo
para:

Detectar inconsisténcias em operagoes ou
computagoes em variaveis.
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5

(bytecount = TIFFGetStrileByteCount ( ... )]

*
(bytecountm = _TIFFCastUInt64ToSSize ( ..., bytecount, ...)}

v

if (bytecountm ...)
return ...

v
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Construct
Abstraction

. Preservado:
i e Tipo da variavel

|

Data Dependence

Inter-relagc&o entre valores e
suas dependéncias.

Removido:

° Nomes

° Constantes

° Literals

1
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|
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alloca: aloca memoaria na pilha de

data —— -
alloca i32 execugao da funcéo.

store: escreve na memoria.

(5: store i32 i32*)

¢ load: 1&é da memoria.
[8: load i32 i32*](- icmp: retorna booleano ou um vetor
int data=10; ¢ de booleanos, baseado na
ipt 1 - (8: icmp sge 32 comparag&o de inteiros.
int buffer v br: controle de fi
[10] = {0}; 8: bri1 label label r- controle de fiuxo.

if (data >= 0)
{

buffer[data] = 1;

}




Bag Of Nodes

alloca i32

(5: store 32 i32*]

(8: load i32i32*

N/

(8: icmp sge i32)

(8: brit label label |

Tempest
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(alloca i32) (5:store i32i32*) (8:load i32i32*) (8:icmp sgei32)  (8:br it label label]

construct =

1o 1]01|0| 1|0 |0 |1
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Passo a passo:

sample.c

INSTALL
config

C Project

Manual Analysis

Y

: ModulelD = 'sample.c
“estruct._IO_marker = type {i32, i8* }

; Function Attrs: nounwind uwtable

define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4

%2 = alloca i32, align 4

%3 = alloca 8", align 8

%status = alloca 32, align 4

%eresult = alloca i32, align 4

DDG, DDG,

~

Pcr:Filnéti;)n lmra»i"r(";cc;dL.lral
Data Dependece Graph (DDG)
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—— Bag of Nodes

Baseado no Bag of
Nodes

Cosine

\

Gréafos de similaridade sao
construidos, baseados nas

similaridades calculadas

subgrafos altamente
conectados

Connected-component

anteriormente. Depois, sao
formados clusters entre os

-—

o

« As "edges" entre os grafos
do construct sao excluidas

* Apenas as declaragdes
permanencem

« Cada construct é

- relacionado a um vetor, no

qual:

> Index = ID

> Value = Numero de vezes
que a instrucao é
chamada

Similarity

Mede o grau de similariedade
entre um par de vetores,
calculando o cosseno do angulo
entre eles.

algorithm

Similarity
Threshold

\

Clusterizagao

N

Similarity Threshold
range 0,8 - 0.95

l Menos clusters, porém maiores

T Mais clusters, porém menores
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construct 11 0| 1| 0(1| 0| 1|0 |O [1

construct 2= 0| 1| 1| 0(0| O] O|O0 |O [1

from scipy.spatial.distance import cosine

cosine_distance =
distance.cosine(construct_1,construct_2)
print(cosine_distance)

Valor da distancia dos connected_components(array ou sparse matrix,
Constructs connection="strong”)
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Passo a passo:

sample.c

: ModulelD = 'sample.c
“estruct._IO_marker = type {i32, i8* }

; Function Attrs: nounwind uwtable

define i32 @main(i32 %argc, i8** %argv)#0 {
%1 = alloca i32, align 4

%2 = alloca i32, align 4

%3 = alloca 8", align 8

INSTALL
config

C Project

Manual Analysis

Y

%status = alloca 32, align 4
%eresult = alloca i32, align 4
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Compilation
DDG Extraction
Construct Extraction

Abstraction

Data Dependece Graph (DDG)

R R R R R TWO Slep Clustering .................................... .

e Bag-of-Nodes
1
Gz ° Cosine Similarity
° Clustering
C.}]'5 e Graph2vec
e Deviation Analysis

: Abstract
: Constructs
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Constructs de cada
cluster anterior
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Resultados Obtidos

Os pesquisadores ao final encontraram um
total de 22 vulnerabilidades que tiveram
CVE assinado em 5 projetos diferentes.
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Resultados Obtidos £
e LibTiff: 5 bugs, 93 inconsisténcias.
e OpenSSH: 1 bugs, 121 inconsisténcias.
e OpenSSL: 9 bugs, 310 inconsisténcias.
e QEMU: 4 bugs, 1206 inconsisténcias.
e \WOoIfSSL: 3 bugs, 91 inconsisténcias.
1
.| B3 Tempest
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Lista de Bugs Encontrados

Codebase

Missing check

Missing check

Wrong use of clear_free
Null dereference

Null dereference
Inconsistent Check
Memory Leak

Missing clear_free

OpenSSL
Report/Patch
Patch
Report/Patch
Report/Patch
Report/Patch
Report/Patch
Report/Patch

Report/Patch

Codebase

2 Missing checks

Undefined Behaviour
Uninitialized variable
Codebase

Missing checks

Mislocated check - Bad casting

Missing TIFFClose
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QEMU
Report/Patch
Report/Patch
Report/Patch
LibTIFF
Patch
Report/Patch

Report/Patch
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Codebase wolfSSL
Missing check Report/Patch
Missing check Report/Patch
Memory exhaustion Report/Patch
Codebase OpenSSH
Missing bzero Patch

Cadigo: https://github.com/RiS3-Lab/FICS
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Limitacoes o0

Funciona apenas em projetos escritos em C

O projeto nao pode ser muito pequeno

O projeto nao pode ser muito grande

Alguns grupos de vulnerabilidades nao sao detectados pelo
modelo a depender do projeto

Nao faz uso de Transfer Knowledge

e Vulnerabilidades em nivel de statements nao sao detectadas

o Tempest
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Propostas de trabalhos r_n

Avaliar a utilizacao de outras estruturas de representacao de cddigo

Avaliar outras formas de representacao do cddigo-fonte

Avaliar a possibilidade de utilizacao de Transfer Knowledge

Re-implementar o modelo utilizando Python 3

Executar o modelo em outros projetos

Realizar um estudo comparativo com ferramentas tradicionais para deteccao
de vulnerabilidades

Avaliar outros algoritmos de Clusterizacao

Utilizar outros thresholds

Portar o modelo para outras linguagens de programacao

Tempest
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