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ChatGPT Is the Most Tried
Al Tool And Users Stick to It

Share of U.S. respondents who have used
the following Al tools in the past 12 months

Jasper Chat
GetGene u
r—r

Simplified 10.9% . —

-
DC—oo\
—]

M Have used ‘

Would use again
(among prior users)

Midjourney
YouChat

1,237 U.S. respondents (18-64 y/o) surveyed Mar.-Apr. 2023
Source: Statista Consumer Insights

statista %



The Al Spring

Classificagdo da Informagéo: PUBLICA Autor da apresentagdo: Paulo Freitas



£ Tempest

The Al Spring s

Conference

.CAN High
...CAN Low CAN BUS
[ |
ECU1|[---| ECUn
= Proposed
System CAN RX_ Data Bytes _ _
CAN | CAN S Detection
Transceiver| CAN TX | Controller Detéggiton Agent
T Detection Result




The Al Spring
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But why do we use Al at all?

Why not stick to the “classic” algorithms?
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Let’s dive into an example...

Let’s assume we have the following task: given
an arbitrary image, decide if it is a panda or not.



Is this a Panda?
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Read each pixel;

Analyze the pixels for the colors;
Look for round black shapes;
Find black heart-shaped figure
just bellow and between the
eyes;

Define a texture that matches a
panda skin;

Remove other objects;

Etc.
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Image

>

‘ Rules ‘
N

Label

What’s the main issue here?

Classificagdo da Informagao: PUBLICA Autor da apresentagéo: Paulo Freitas



ACADEMY

Conference

Image

- Rules

Label

>

What if we change the order of the
program?
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Texture roughness
index
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min||xgq, — x[| < p

f (Xaav) # f(x)
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IEEE COMMUNICATIONS LETTERS, VOL. 26, NO. 7, JULY 2022 1583

Multi-Objective GAN-Based Adversarial Attack
Technique for Modulation Classifiers

Paulo Freitas de Araujo-Filho™, Georges Kaddoum™, Senior Member, IEEE, Mohamed Naili,
Emmanuel Thepie Fapi™, and Zhongwen Zhu*, Senior Member, IEEE

f (Xaav) # f(x)

min||xgq, — x|| < p
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e Gerador G
o  Treinado para produzir amostras sintéticas de dados que sejam reconhecidos para reais
o Aprende a distribuicao de probabilidade de dos dados reais
o Implicitamente modela o sistema

e Discriminador D
o  Treinado para distinguir as amostras reais daquelas produzidas pelo gerador

Training Set%j N Discriminator Lg = _D(G (Z))

- @@{Fake Lp = D(G(z)) — D(x)

Generator - | Fakeimage
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e Modificamos a estrutura da GAN para que o gerador produza perturbacoes adversariais

§ = G(2)

Xady = X + G(2)

Clean

Samples

GAN Generator

LG = —D(x + G(Z))

Lp =D(x+ G(2)) — D(x)

Lp

v

Latent Space
z~N(0,1)

A

3

Lg

GAN Discriminator

D{x + G(2))

Modulation
Classifier

[&x+G@)
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e Modificamos a estrutura da GAN para que o gerador produza perturbacoes adversariais

Lp =D(x+G(z))—D(x) L =—-D(x+ G(2))

Clean
Samples i Ly
v

‘ /\—Zb GAN Generator G + X+ G() \“ GAN Discriminator Dix + G(2)

A
Latent Space
z~N(0,1)

L Modulation Jx+G@)
Classifier

Loz = CE(f(x + 6()),y) = = ) yilog(fi(x + G(2)))
i=1



Multi-Objective GAN-Based Adv Attack

e Modificamos a estrutura da GAN e a combinamos com a Multi-Task Loss

Latent Space
z~N(0,1)

Clean
Samples L L, = D(x + G(2)) = D)
v
‘ /\—Zb GAN Generator G(2) + e 21 \“ GAN Discriminator Dix + G(2)
. 'y

Modulation S+ G(2)

Classifier

L_—D@+&@)(Idu+&md)
G~ 26 267

+log oo,

Lp =D(x+G(z)) — D(x)

D(x+G(2)) + CE(f(x+G(2)),y)
202 202

+ log(o4107)
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Modificamos a estrutura da GAN para que o gerador produza perturbacoes adversariais

Lp = D(x + G(2)) — D(x)

Clean

Samples

GAN Generator

Latent Space
g~ IN(UL)

J 3

Lg

GAN Discriminator

D(x+G(2) CE(f(x+G(2)),y
_ _D( 207 ) ( (2022 ) )+ log(ag4107)
LD
v

D{x + G(2))

Modulation
Classifier

fOx+ G(2)
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Algorithm 1 Proposed Adversarial Attack Technique

1: Train a GAN according to equations (4) and (5)
2: for Each incoming sample x do

(V)

Compute G(z)

4. Construct the adversarial sample Xaqy = X + G(2)
5

- end for

N ([

Conference

Wireless
Transmitter

ADC

y

Adversarial
Attacker
Malware

Wireless Receiver

xadv:x+5k

Modulation
Classifier

JXa)

Demodulator
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Classification Accuracy
———————————————————— a-——8-—-—0--—1
. . Mean Execution
Adversarial Attack Technique .
Time per Sample
Technique from [17] 20189 ms
Technique from [11] 234 ms
Our Proposed Technique 0.6980 ms
=M= No attack | SNR=10 dB
—&— Jamming Attack | SNR=10 dB
—a&— Technique from [17] | SNR—10 dB
—¥— Technigue from [11] | SNR=10 dB
—®— Our Proposed Technique | SNR=10 dB
10 -9 -8 -7 -6 5 4 -3 -2 -1 (

PNR (dB)
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« Dificultar acesso

« Esconder informacoes
 Detectar perturbacoes

« Remover perturbacoes

« Suavizar fronteiras de decisao

« Combinar modelos
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IEEE INTERNET OF THINGS JOURNAL. VOL. 10, NO. 21, 1 NOVEMBER 2023 19153

Detending Wireless Receivers Against Adversarial
Attacks on Modulation Classifiers

Paulo Freitas de Araujo-Filho™, Georges Kaddoum™, Senior Member, IEEE, Mohamed Chiheb Ben Nasr ™,
Henrique F. Arcoverde, and Divanilson R. Campelo™, Member, IEEE
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Classification Accuracy
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Proposed Wireless Receiver Architecture

Proposed Defense Technique

ADC

Adversarial

| Perturbation

Preprocessor
(APP)

Enhanced
Modulation
Classifier
(EMC)

S,

Demodulator
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Algorithm 1: Proposed Defense Technique Cosine Distance
1: Train a DAE with samples tampered with Gaussian o i~ loat Samples
—@— Adversarial Samples
noise and adversarial perturbations 0.070 1
2: Train a EMC with samples tampered with Gaussian 0.069
noise and adversarial perturbations °
3: for Each incoming sample x; do g 0.0087
4. Compute x, = DAE(x;) E 0.067 -
5. Compute f = CD(x;, x,) % 0,066 |
6: if 8 > ¢ then S
7: Preprocess data sample x = x,, 0.065 A
8:  else 0.064 -
9: Do not preprocess data sample x = x; I IO P PR SO MR M P PO R N
10:  end if Rl I s g N R O
11: Classify data sample y = f(x) -20-19-18-17-16-15-14-13-12-11-10 -9 -8 -7 -6 -5 -4 -3 -2 -1 0

12: end for PNR (dB)
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Classification Accuracy

Accuracy (%)

35 A

30 A

25
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No attack
FGSM attack without defense

FGSM attack with our proposed defense

FGSM attack with the delense technique [rom [21]
FGSM attack with the delense technique from [22]

-20-19-18-17-16-15-14-13-12-11-10 -9 -8 -7

PR B PR
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Classification Accuracy

75

30 1

— I - (8 = e B - — e — - -

No attack
PGD attack without defense

PGD attack with our proposed defense

PGD attack with the defense technique from [21]
PGD attack with the defense technique from [22]

25
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« Al brings great changes

 Adversarial attacks are a real problem that can cause devastating consequences to
many different applications

« Defense mechanisms exist but cannot yet fully protect ML-based systems.

New and better
defense mechanisms are needed!
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