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Infosec Old School
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Podcaster

Toco em bloco de carnaval
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Socidlogo
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Futurologia

Ferramentas para identificar
sinais e mapear tendéncias
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Futurologia

Ferramentas para identificar
sinais e mapear tendéncias

PESTLE - Political, Economic,
Social, Technological, Legal,
Environmental
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PESTLE

Ampla 5 Profunda
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PESTLE

Ampla Profunda
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PESTLE - Politico

/ Instabilidade politica
/ Descrédito no multilateralismo

/ 2 Guerras muito relevante para o
futuro de diversos atores

1-‘_

/Soutthfric”a
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PESTLE - Politico

Global cyber warfare market, 2014 - 2025, (USD
Billion)
/ Instabilidade politica 100 91,75
90
/ Descrédito no multilateralismo 80 76,68
/ 2 Guerras muito relevante parao | " 64,27
. 60
futuro de diversos atores 24,03
50 45,54
38,49
/ Uso contundente de cyber para 40 32,61
. . . . s 27,69
atingir objetivos politicos 20 01 2357
20 1471 VA8
10
0
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Fonte: Grand View Research
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PESTLE - Economico

/ C h 0 CI U e n a C a d e I a d e S U p rl m e n to S = Q seudinheiro’ ULTIMAS NOTICIAS BALANCOS 3T23 COLUNISTAS ~REPORTAGENS ESPECIAIS A DINHEIL

i 36.760 +2755.59 (+2.29%) = Délar 4.8593 -0.0032 (-0.07%) > Bitcoin (RS) 181752.77 -3444.85 (-1.86%) i Petrc17 s

global (Pandemia e guerra na ¢ 6
U C ré n i ad ) CONTEUDO EMPIRICUS

) ) Esqueca startups arriscadas com piscina de bolinha no
/ Aumento nos juros (fim da era escritorio: “método 3P~ seleciona com diligéncia as acdes

das P iscinas de bolinhas) microcaps que podem explodir a qualquer momento

Vice-Presidente financeiro quebra o siléncio sobre contradigdo do mercado e aponta diregdo confidvel para
investidores

Seu Dinheiro
16 de setembro de 2023 (D 12:00 - atualizado ds
15:45
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PESTLE - Economico

A. Failure to stabilize price trajectories, 2021 B. Rapid and / or sustained inflation, 2022
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PESTLE - Economico

/ Choque na cadeia de suprimentos global
(Pandemia e guerra na Ucrania)

/ Aumento nos juros (fim da era
das piscinas de bolinhas)

/ Economia da precisao

/ Tecnologia exacerba as desigualdades.
Soberania (Evgeny Morozov).
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PESTLE - Social

/ Mais da metade da populacao global
vive com menos de USS 6,85 por dia (~
R$ 990,00 / Més)*

/ Corrosao na confianca

/ Vantagem das plataformas na
polarizacao

/ Uso de Cyber para erodir a coesao
social

* Banco Mundial
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PESTLE - Social

/ Mais da metade da populacao global
vive com menos de USS 6,85 por dia
(~ R$ 990,00 / Més)*

/ Corrosao na confianca

/ Vantagem das plataformas na
polarizacao

/ Uso de Cyber para erodir a coesao
social

* Banco Mundial
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Use of weapons
of mass destruction Interstate conflict
Adverse outcomes
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confrontation i
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Imagem: Férum Econémico Mundial
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/ Sensores em tudo (economia da precisao)
/ Coleta de dados

/ 1A

/ Sistemas autonomos

/ Mundo novo que floresce. Pivo
para quase tudo no futuro.
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PESTLE - Legal

/ Primeiro o faroeste, depois o xerife

/ Regulamentacao paralAe
Plataformas

/ Fim dainocéncia
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THE WHITE HOUSE \ EJ
FACT SHEET: Vice President
Harris Announces New U.S.
Initiatives to Advance the
Safe and Responsible Use of

Artificial Intelligence

[:m:l » BRIEFING ROOM » STATEMENTS AND RELEASES

As part of her visit to the United Kingdom to deliver a

- v

major policy speech on Artificial Intelligence (AI) and
attend the Global Summit on AI Safety, Vice President
Kamala Harris is announcing a series of new U.S. initiatives
to advance the safe and responsible use of AL These bold
actions demonstrate U.S. leadership on AT and build upon
the historic Executive Order signed by President Biden on
October 30.
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PESTLE — Environmental

/ Atividade humana,
principalmente através da
queima de combustiveis fosseis,
aqueceu o planeta em 1.1°C.*

/ Os que menos colaboraram
sao 0Ss que mais sofrem.*

/ Temos que reduzir a emissao
de gases de efeito estufa em
43% em 2023, 60% em 2035,
69% em 2040 e 84% em 2050*

*Intergovernmental Panel on Climate Change (IPCC)

Classificacdo da Informacao: Publica Pessoas autorizadas: Todos os publicos Autorda apresentacao: Carlos Cabra

Elevador Lacerda, Salvador
Aumento de 1,5°C Aumento de 3°C

Fonte: Climate Central




PESTLE — Environmental

2011-2020 was
around 1.1°C warmer
than 1850-1900

\/ future experiences depenﬁ on
Future emissions how we address climate change

1900 1940 1980 scenarios: 2060 2100
warming
continues
beyond
2100
1°C Global temperature change above 1850-1900 levels 2
[ ] bom é - \ 70 years
i . & '] ™ | old in 2090
0 05 1t 15 2 25 3 35 4 in 2020 lst i 7 i
4 &
born i = 70 years
in 1980 n 8loid
= 8 IAl & old in 2050
born ‘ d "W 170 years
in 1950 1 N 4 \ W lold in 2020
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Fonte: Intergovernmental Panel on Climate Change (IPCC)
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ENISA THREAT
LANDSCAPE 2023

July 2022 to June 2023

OCTOBER 2023

Classificacdo da Informacao: Publica

Pessoas autorizadas: Todos 0s publicos Autor da apresentacdo: Carlos Cab

BB Microsoft

Microsoft Digital
Defense Report

Building and improving
cyber resilience

October 2023
Microsoft Threat Intelligence
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Ransomware

Adversdrio exige
resgate para reaver
0s dados ou nao

publica-los

o

Malware

Toda “fauna e flora” de

codigo malicioso
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Engenharia
Social

Golpes e ataques

contra as pessoas

Ameacas
contra dados

Violacao, destruicdo

ou vazamento

Ameacas contra
disponibilidade
- Negacao de
Servico

Exaurir a capacidade dos

sistemas

o

Ameagas contra
disponibilidade
- Internet
Interrupcoes, apagoes,
desligamentos ou censura
da Internet.

Tempest
Manipulacao

de Informacao
; Conference

Fake News e outros
métodos de
interferéncia na opinidao

publica

Ataques de
Supply Chain
Ataques contra

empresas por meio
de seus fornecedores



Ransomware

Nos primordios
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Infeccao

i

Ameaca
Criptografa

@)

Exige
Resgate
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/ Perdados
arquivos
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Acrobat
Reader DC '

5 Payment will be raised on
@wanaDe. .. |

52212017 12:06:15
Time Left

ey Srthec s HE

@WanaDe...

Your files will be lost on
512612017 12:06:15
Time Left

e H

s e
R

R
T
Iad

Send $300 worth of bitcoin to this address:
| 116p7UMMngoj1pMvkpHijcRdfJNXj6LrLn |ﬂ

How & : 3?7

Contact Us

i -
- L Start "
Classificacag da In?orma al % S C0S da apresentacao:C



Ransomware

Nos primordios

Infeccao Ameaca Exige
Criptografa Resgate
" O..
S\ - (@) £
Hoje = N
$ (X% %%)
Acesso Movimentacdo Setorna Extrai Ameaca Exige

Inicial Lateral Admin Arquivos Criptografa Resgate
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/ Perdados
arquivos

/ Perdados
arquivos

/ Legais

/ Imagem
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Ransomware

Classificacdo da Informacao: P
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> Ransomware
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Phishing /—\’ Lavador de $
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Stealer
Agmlﬂ do Initial Access
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Ransomware
Nos primordios

Infeccao

i

Ameaca
Criptografa

(]
Hoje ié‘
(X x%%)
Acesso Movimentacao Setorna Extrai Ameaca
Inicial Lateral Admin Arquivos Criptografa
— " N
C§:}L-t3
Recentemente EEF;
Acesso Movimentacdao Setorna Extrai
Inicial Lateral Admin Arquivos

Classificacdo da Informacao: P Pessoas autorizadas: Todos 0s publicos Autor da apresentacao: C SC

@)

Exige
Resgate

@)«

Exige
Resgate

Exige
Resgate

Tempest

Conference

Perda dos
arquivos

Perda dos
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Legais
Imagem
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Imagem



& saude.gov.br

LAPSUSS

WOUP

‘J J\J

oS C S INTE » DOS SISTEMAS FORAM
COPIADOS E EXCLUIDOS 50 TB DE DADOS ESTA
EM NOSSAS MAOS.

NOS CONTATE CASO QUEIRAM O RETORNO DOS DADOS.

TELEGRAM: https:/t.me/minsaudebr
saudegroup@ctemplar.com
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Ransomware

/ Principal volume de ataques
entre julho /22 ejunho/ 23
[ENISA]

/ Mais de 200% de aumento entre
22 e 23 [Microsoft]

/ 80% ~ 90% dos ataques, por
meio de tecnologias nao
gerenciadas [Microsoft]
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WEB THREATS

INFORMATION MANIPULATION 36 (1.57%)
67 (2.92%)
MALWARE 114 (4.96%)
/{‘;-,‘" A
y A
”

SOCIAL ENGINEERING

202 (8.79%) RANSOMWARE 784 (34.12%)

DATA 395 (17.19%)

DODOS 647 (28.15%)




Malware

Types of Malware

BEE ¥ &n

Malvertising Worms

1
A
Fileless
malware =
.
———
@iib |
Rootkits

z»‘-'
I A S .g‘
1 o &

Spyware

Adware

Fonte: Norton
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Ransomware

Bots or botnets
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RANSOMWARE SPYWARE ADWARE

$$$$
— (::)

Blackmails you

Types of Malware

Steals your data Spams you with ads

WORMS TROJANS BOTNETS
SO
[——]
Spread Sneak malware Turn your PC

across computers onto your PC into a zombie

Fonte: Avast
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Malware - Stealers

J\ !:\anceNFT ?ree Auto Bot | Bot for instant purchase Mystery Box NFT
/ Stealers se tornaram vetor de o

crescimento do cibercrime [ENISA]

Binance NFT Free Auto-Bot Bot for instant purchase Mystery Box NFT
ows - 1 Nt o

é\ o
Binance nft &z Rl o e i b M
/ Em sua maioria, observam o o eoox

navegador

Binance NFT Free Auto Bot | Bot for instant purchase Mystery Box NFT

79 views + Mar 18, 2022
Binance

Mystery 4

Andrés -

396 subscribers

/ Roubam senhas, dados bancarios e
podem manipular 0 “Copia e cola” et B eented oo oo o b e T storpuchase

Link: https://github.com/NFTSupp/NFTBOT/raw.

—Tags—

/ Ve n d e m d a d O S a O u t ra S q u a d ri | h a S binance, nft, bot, buy, mysterybox, box, busd, autobuy, cryptobot, binance, bitcoin, crypto trading bot,
cryptocurrency, binance trading bot, binance trade bot, bitcoin trading bot, bic, bot, binance bot
Ou usam em outros ataques

trading, nance grid trading, bnb, binance nft, bot for binance, binance trading tutorial

SHOW LESS

Fonte: Netscope
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Malware - Stealers

Password based attacks spiked in 2023

After a notable increase in the number of password-based attacks per month in October 2022, the number
skyrocketed in 2023.

In ABriI there were 11,000 attacks per second, a tenfold increase from the same time
last year.
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I
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12 DE DEZEMBRO DE 2019

Boa tarde
Boas tardes!
Tudo bem ?
Tudo e com ves?

Bem gracas a Deus

S6 estou com um problema aqui
estou tentando resolver

0 que é? Se puder ajudar

Preciso fazer uma transferencia mais
minha conta esta com limite diario
excedido mesmo tendo a quantia,
estou vendo se alguem faz pra mim
até amanha devolvo o valor

E 0 mesmo problema com a sua
mae? !

® | %E°©

v

Tempest

Conference

Estou 6tima

Esta muito ocupado ?
Nao, pode falar 501 ga tarde 7

Precisava de um favor

Senao for atrapalhar

0 que seria? 507 dat

E que assim/fiquei de transferir um
dinheiro para uma amiga mas meu
aplicativo estd dando limite didrio,
ndo consegue fazer pra mim M

?

E amanha eu te transfiro sem falta

Puts 5.03 da tarde v

~
~

Quanto é? 5.3 da tarde «

o @

Fonte: Idec
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Engenharia Social

T _— Figure 32: Time series of major incidents observed by ENISA (July 2022-June 2023)
INFORMATION MANIPULATION 36 (1.57%)
67 (2.92%)

MALWARE 114 (4.96%)

THREAT TYPE
SOCIAL ENGINEERING

SOCIAL ENGINEERING
2022799 RANSOMWARE 784 (34.12%)

DATA 395 (17.19%) —

DDOS 647 (28.15%)

Fonte: ENISA Fonte: ENISA
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b2 Tempest
Engenharia Social

Percentage of clicks on phish simulations

WEB THREATS

e Link-clicking behavior by users has remained
relatively unchanged despite the widespread
implementation of security awareness training

programs, and increased sophistication of phish.

10%

8% \/\/\_/’—/
6%

DATA 395 (17.19%) —

4%
2%
DDOS 647 (28.15%) 0 % ~ ~N o~ ~N ~N o~ ~ m ™ m m ™
NN AN NN AN NN A NN N
3 m
For 22383023822 s <2 "Fonte'ENISA

Source: Microsoft Defender for Office 365 attack
simulation training data

Fonte: Microsoft

Classificacdo da Informacao: Publica Pessoas autorizadas: Todos 0s pUblicos Autorda apresentacao: Carlos Cabr



Tempest

Ameacas contra dados

Violacao Vazamento Manipulacao
(Data Breach) (Data Leak) (Data Manipulation,
poisoning)

Classificacdo da Informacao: Publica Pessoas autorizadas: Todos os publicos Autorda apresentacao: CarlosCab
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Ameacas contra dados

/ Substancial aumento nos ultimos
anos [ENISA]. Tem relacao com
i, Industria do cibercrime
i, Ransomware
iii, Stealers

/ Segundo a IBM, US$ 4.35Miéo
custo médio de uma violacao. US$

Violacao 4.82 Mi se for de infra critica*
(Data Breach)

*Fonte: The Cost of a Data Breach Report 2022 - IBM
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Ameacas contra dados

Vazamento
(Data Leak)

Fonte: Data Breach Investigation Report 2023 - Verizon
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Ameacas contra dados

Manipulacao
(Data Manipulation,
poisoning )
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Ameacas contra dados

Manipulacao
(Data Manipulation,
poisoning )

Classificacdo da Informacao: Publica Pessoas autorizadas: Tc
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ACCEPTED FOR PUBLICATION IN IEEE TRANSACTIONS ON SUSTAINABLE COMPUTING; DOI: 10.1109/TSUSC.2023.3293269 1

On the Robustness of Random Forest Against
Untargeted Data Poisoning: An
Ensemble-Based Approach

Marco Anisetti, Claudio A. Ardagna, Alessandro Balestrucci, Nicola Bena,
Ernesto Damiani, Chan Yeob Yeun

Machine learning is ing ubiquitous. From finance to medicine, machine learning models are boosting decision-
making p and even 'ming humans in some tasks. This huge progress in terms of prediction quality does not however
find a counterpart in the security of such models and ponding predictions, where pertt ions of of the training set
(poisoning) can seriously undermine the model accuracy. Research on poisoning attacks and ived increasing ion in
the last decade, leading to several promisi luti aiming to i the of ine learning. Among them,
ensemble-based defenses, where different models are trained on portions of the training set and their predictions are then aggregated,
provide strong theoretical guarantees at the price of a linear overhead. Surprisingly, based which do not pose any
restrictions on the base model, have not been applied to increase the robustness of random forest models. The work in this paper aims
to fill in this gap by designing and implementing a novel hash-based ensemble approach that protects random forest against

random poisoning attacks. An ive experimental i the of our app 1 against a
variety of attacks, as well as its sustainability in terms of resource consumption and performance, and compares it with a traditional
monolithic model based on random forest. A final discussion presents our main findings and compares our approach with existing
poisoning defenses targeting random forests.

Index Te

Learning, Poisoning, Random Forest, Sustainability

+

cs.LG] 28 Aug 2023
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Ameacas contra disponibilidade -
Negacao de Servico
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Ameacas contra disponibilidade -
Negacao de Servico

Denial of Service Comparison of DDoS attack patterns by
average number of attacks

50%

2,500
2,000

\Y
1,500 A"yr

1,000 j

~— FY22 (July 2021-June 2022)
— FY23 (July 2022-June 2023)

Fonte: Verizon Fonte: Microsoft

assificacdo da Informacao: Plblica Pessoas autorizadas: Todos os publicos Autorda apresentacdo: Carlos Cabra



{3 Tempest
Ameacas contra disponibilidade -
Negacao de Servico

WEB THREATS
INFORMATION MANIPULATION 36 (1.57%)
67 (2.92%)

MALWARE 114 (426%)

tack patterns by

50% ks
SOCIAL ENGINEERING
o 202 (8.79%) RANSOMWARE 784 (34,12%)
30%
20%
DATA 395 (17.19%) —
10%
0%
2017

Fonte: Microsoft

DDoS 647 (28.15%)
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Ameacas contra disponibilidade -
Internet

d | argenting Sy 4
Classificacao da Informac&o: Plblica Pessoas autorizadas: Todos os publicos Autorda apresentagdo: Carlos Cabra FO nte ! TeIeGeography



b3 Tempest
Ameacas contra disponibilidade -
Internet

e dllonde

ACTUALITES ECONOMIE VIDEOS DEBATS ~ CULTURE LE GOUT DU MONDE *

Consulter
le journal

PIXELS - ACCESA INTERNET

Cables de fibre optique sectionnés en France : le
parquet de Paris ouvre une enquéte préliminaire

Dans la nuit de mardi a mercredi, des cables de fibre optique chargés de transporter d’importantes quantités de
données ont été sectionnés, perturbant un temps la connexion a Internet dans plusieurs régions de France.

Par Martin Untersinger et Olivier Pinaud
Publié le 27 avril 2022 a 13h17, modifié le 28 avril 2022 400h20 - ¢ Lecture 3 min.

a e - Ajouter a vos sélections A
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Ameacas contra disponibilidade -

Internet

(;ZSCBIG " TRUST ZIA - zscloud.net v Support RSS Sign In

Cloud Overview Cloud Status Maintenance Incidents Advisories URL Categories Data Center Map FAQ

European cable cut may impact transoceanic routes o

Posted: Wed, 19 Oct 2022 20:31:15 UTC Re:

d: Thu, 20 Oct 20!

8:58:01UTC

Impact Start Time: Wed, 19 022 20:08:40 UTC Impact Remediated: Thu, 20 Oct 2022 18:58:01 UTC

B
Affected Services: Traffic Forwarding
Clouds: zscaler.net, zscalerone.net, zscalertwo.net, zscloud.net, zscalerthree.net, private.zscaler.com, zdxcloud.net

Description:
What has happened?

We are aware of a major cable cut in the South of France that has impacted major cables with connectivity to Asia, Europe, US and potentially other parts of the
world. As a result of the cable cut, customers may see packet loss and or latency for websites and applications which traverse these impacted paths.

What is Zscaler doing?

Zscaler has made routing adjustments where possible to route around the problem but in certain cases we see the reverse path from the Application/Content
providers which is under the control of the Application/Content Providers still traverses the impacted paths.

What can you do?

Zscaler is working with the content providers to have them influence their portion of the path. If you experience with specific ications, especially
applications hosted overseas, please contact the application provider and refer them to this trust post.

At this time, based on the information we have, the local authorities are investigating and repair crews are on scene but can not access the site until police
complete their evidence collection.

There is currently no estimated time to repair available

We will provide an update as additional information becomes available.



Ameacas contra disponibilidade -

Internet

Number of countries where shutdowns occurred

Q00000

2016 2017 2018 2019 2020 2021 2022

India: 84 e
Ukraine: 22*+ - L D O
Iran: 1s <
Myanmar: 7
Bangladesh: s
Jordan: 4
Libya: 4
Sudan: 4
Turkmenistan: 4

Classificacao da Informacao: Plblica Pessoas autorizadas: Todos os ptiblicos Autorda apresentacao: Carlos Cabral

Afghanistan: 2 Burkina Faso:2 Cuba: 2
Kazakhstan: 2 Russia: 2 Sierraleone:2
Tajikistan: 2 Uzbekistan: 2

Algeria: 1 Armenia: 1 Azerbaijan: 1 Brazil: 1
China: 1 Ethiopia: 1 Iraq: 1 Nigeria: 1
Oman: 1 Pakistan: 1 Somaliland: 1
SrilLanka: 1 Syria: 1 Tunisia: 1 Turkey: 1
Uganda: 1 Yemen: 1** Zimbabwe: 1

during armed conflict in Ukraine and Yemen.

** Shutdowns were imposed by external forces

Twitter
13 times in 11 countries

Facebook

13 times in 12 countries

Instagram
10 times in 9 countries

WhatsApp

10 times in 9 countries

Google Services
9 times in B countries

Tempest

Conference

Telegram |Signal
8timesin6 5 times in
countries 4 countries

IMO messenger| 2 countries
2timesin 2
countries

Fonte: Internet shutdownsin 2022 - KeeplItOn
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Manipulacao da Informacao

Classificacao da Informac&o: P}
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The Macedonian Teens Who Mastered Fake News

Boris fed the beast with diligence. “At night
1would make four or five posts to share the
next day. When 1 woke up, I shared them. 1
went to drink coffee, came back home, found
new articles, posted those articleson the
website, and shared them.”




Manipulacao da Informacao
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Conference
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Manipulacao da Informacao

FILME

PRIVACIDADE HACKEADA

Privacidade Hackeada

2019 | [A12] | 1h54min | Documentarios

W —

Entenda como a empresa de analise de dadosﬂCambridge Analytica {1
T —— - |
se tornou o simbolo do lado sombrio das redeSSOCIAS dpos d

eleicao presidencial de 2016 nos EUA.

Classificacdo da Informacao: Publica Pessoas autorizadas: SOS s Autorda apresentacao: Ca

SERIES E FILMES ILIMITADOS

{3 Tempest
Conference

ASSINE A NETFLIX
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Manipulacao da Informacao

GLOBAL CIB DISRUPTIONS, 2017-2022
(by country of origin)

Coordinated
Inauthentic Behavior

ificacdo da Informacao: Pliblica Pessoas autorizadas: Todos os pablicos Autorda apresentacao: Carlos Cabra

Fonte: Meta
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Ataques de Supply Chain
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Ataques de Supply Chain
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Ataques de Supply Chain

SUPPLY CHAIN

@ @
° ° ° ° °
$RAE R O bl

E— —n
Management Analysis Plan Product Procurement Logistic Distribution
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Ataques de Supply Chain

& chrome web store e sSovn

==

o < W * NDER >
N L

MAKE THE WIS A ONOLR PLACE

Categorien

- I Tt erypmon 17 HCB0OSEKIND

§ 2

Rens Ofine

By Google
Froo Recently Updated Veow alt

Avallabio for Andickd

Google Keep

Geammarly tor Cheeene Honoy LastPase: Froe Passweed Man_. Google Koep Chrome Exteasion
*kk ok vAw ek ok g 20054 ok kR 107709 ook 10049 ok 0004

HTTPS:

1] D ! D LastPass s

ooQCcoD

Works with Google Drive

§

o gk ok ok

LA B 8 R

O 00O

L&

Terms of Secvico

Privacy Poicy 0l Dana Srranne hate
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Ataques de Supply Chain

-
solarwinds * MY DASHBOARDS ~ ALERTS & ACTIMITY ~ REPORTS - SETTINGS ~

NPM Summary Friday, 09 Octoser 2020 16:13:40

All Nodes managed by NpM /#5819t ':' MPLS Network W MOCE Cisco ACI Map

Ataque contraa
SolarWinds
(2019 — 2021)

Interfaces with High Percent Utilization

List of Switch Stacks

5o I L
s I -
Up -
o
1 tpage 5

Classificacdo da Informacao: Pliblica Pessoas autorizadas: Todos os pablicos Autorda apresentacao:Carlos Cabral
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Ransomware

Adversdrio exige
resgate para reaver
0s dados ou nao

publica-los

o

Malware

Toda “fauna e flora” de

codigo malicioso

Pessoas autorizadas: Toc

05 publicos Autorda apresentacio:C

Engenharia
Social

Golpes e ataques

contra as pessoas

Ameacas
contra dados

Violacao, destruicdo

ou vazamento

Ameacas contra
disponibilidade
- Negacao de
Servico

Exaurir a capacidade dos

sistemas

o

Ameagas contra
disponibilidade
- Internet
Interrupcoes, apagoes,
desligamentos ou censura
da Internet.

Tempest
Manipulacao

de Informacao Conference

Fake News e outros
métodos de
interferéncia na opinidao

publica

Ataques de
Supply Chain
Ataques contra

empresas por meio
de seus fornecedores






Amy Webb
Futurista Quantitativa
Fundadora e CEO do Future Today Institute

Classificacao da Informac&o: Piblica Pessoas autorizadas: Todos 0s pt

iblicos Autorda apresentacao: Carlos Cabra

Tempest

Conference

A WASHINGTON POST BESTSELLER

THE
SIGNALS
ARE
TALKING

WHY TODAY’'S FRINGE IS

TOMORROW'S MAINSTREAM

FORECAST AND TAKE ACIION ON TOMORROW'S TRENES. TODAY

AMY WEBB
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A WASHINGTON POST BESTSELLER

THE
SIGNALS
ARE
TALKING

|

*izBlackBerry

WHY TODAY'S FRINGE IS

TOMORROW'S MAINSTREAM

Research in Motion

AMY WEBB USS 26 Bi Valuation
em 2007
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Conference
Blackberry/RIM's revenue from fiscal year 2004 to 2023 (in million U.S. dollars)* Unit sales of the Apple iPhone worldwide from 2007 to 2022
(in millions)
25,000
300 *
19,907
20,000
a
250 242
5 231.2 322 4
g 15,000 211.8 216.7 217.7
<
S
= E 3
§ 10,000 % 150
z k]
= a a
g 1
5,000 100
50
0
3 o Gl A D 3 Q N 3 ] 3 ] ] A Nl ) S N 2 1)
T FE TS S ST 5
2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Source Additional Infarmation:
BlackBerry Worldwide: BlackBerry: 2004 to 2023 © Statista 2023 &
® Statista 2023 © Additional Information Show source @

Fonte: Statista Fonte: Statista
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Futurologia - Reconhecer
Sinais

Processo de Amy Webb

Conference

/ Procure sinais de forma ampla (Early
adopters, Patentes, Evangelistas, etc.)

/ Analise tudo ressaltando, contradicdes (VHS x
Betamax), inflexdes (touchscreen), praticas
(redes sociais), Hacks (Viagra) e Extremos
(Vacinas de RNA mensageiro)

/ Questione as tendéncias
/ Cologque-as no tempo

/ Escreva os cenarios

/ Critique os cenarios

Classificacdo da Informagao: Pub Pessoas autorizadas: Todos 0s publicos Autor da apresentacao: C SC
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Institute
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3 Cenarios (

Otimista Pessimista Provavel
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3 Cenarios (2028)

Otimista
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Independéncia das plataformas (Soberania)

+
Colaboracao global em ciberseguranca
+

Desenvolvimento e aplicacdao de padroes de
seguranca globais
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Cenarios (2028)

The‘/e"ge / Tech / Reviews / Science / Entertainment / More ==

TECH / ANTITRUST / REGULATION

US antitrust enforcers lay down plans to
block Big Tech mergers

/ The proposed guidelines target
Big Tech platforms.

By Makena Kelly, a reporter who covers the politics and power influencing the tech
industry. Before joining The Verge in 2018, she covered Congress and breaking
news.

Otimista

Jul 19, 2023 at 2:34 PM GMT-3 | [J 12 Comments / 12 New

Photo by Chip Somodevilla / Getty Images

Federal antitrust enforcers released new draft guidelines for evaluating
anti-competitive mergers Wednesday, redoubling their aggressive

scrutiny over digital markets

—_—

Classificacdo da Informacao: Pliblica Pessoas autorizadas: Todos os pablicos Autorda apresentacao: Carlos Cabra
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Otimista

Classificacdo da Informacao: Public
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o/ N\
(ER

¢y United
W7 Nations

Office of Counter-Terrorism
UN Counter-Terrorism Centre (UNCCT)

UNCCT - Programmes and projects - Cybersecurity and New Technologies

Cybersecurity and New Technologies

Soon, 15 \¢
theirso!

At the Cyber challenge, 15 teams of young innovators presented solutions & received guidance from experts to develop creative
ideas, ranging from P/CVE to cutting-edge tools. Photo: UNOCT

" et ” e e “

[=]

UN Documents on Cybersecurity and New
Technologies

8th Review of the United Nations Global Counter-
Terrorism Strategy (A/RES/77/298)

UN Security Council Resolution 2341 (2017)

UN Security Council Resolution 2370 (2017)

Security Council text $/2015/939 (Madrid guiding

principles)
Delhi declaration
A Guide to Developing a National Cybersecurity Strategy,

2nd Edition 2021

Publications
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3 Cenarios (2028)

Cybercrime Legislation Worldwide

+ e TR

P .;--?'—'
QS

Otimista

Fonte: United Nations Conference on Trade and Development (UNCTAD)
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Otimista
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Independéncia das plataformas (Soberania)

+
Colaboracao global em ciberseguranca
+

Desenvolvimento e aplicacdao de padroes de
seguranca globais
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Ransomware e malware
Extorsdo e toda “fauna e flora” de c6digo
malicioso
Ameacas contra dados Seriam sensivelmente reduzidos
Violacao, destruicdo ou vazamento
Ataques de Supply Chain / Padronizagao é organizagao
A C iod f s ,
o e STpIESsE RO TER AR / Soberania tecnoldgica é prover
Ameacas contra disponibilidade solucoes inclusive para quem ndo pode
- Negacao de Servico
pagar
Exaurir a capacidade dos sistemas ~ i .
Otimista Manipulacio de Informacio / Colaboracao é rapidamente adaptar as
Fake News e outros métodos de interferéncia na defesas as CapaCIdadeS dO atacante

opiniao publica
Engenharia Social

Golpes e ataques contra as pessoas

Incidentes Adversariais

Classificacao da Informacao: Plblica Pessoas autorizadas: Todos os pUblicos Autorda apresentagdo: Carlos Cabra
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3 Cenarios (2028

Ameacas contra e e .
disponibilidade - Internet Seria limitada aos desastres naturais
Interrupcoes, apagdes, desligamentos ou e autocrac i as

censura da Internet.

Otimista
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Otimista
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Independéncia das plataformas (Soberania)

+
Colaboracao global em ciberseguranca
+

Desenvolvimento e aplicacao de padroes de
seguranca globais

Evolucao Tecnoldgica
Harmoniosa
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Pessimista
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Escalada dos conflitos digitais
+

Intensificacao na correlacao de taticas entre
cibercrime e adversarios Estatais

+

Desafios para a soberania tecnoldgica e
fragmentacao da Internet
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= COUNCILon i - =
~ FOREIGN Map Timeline Glossary Methodology | Reportanincident

RELATIONS

Cyber Operations Tracker

The Digital and Cyberspace Policy program’s cyber operations tracker is a

database of the publicly known state-sponsored incidents that have occurred since
2005. Know of an incident not listed in the tracker? Report it to us.

f v

Search by Incident, Threat Actor, Keyword

Pessimista

Classificacdo da Informacao: Pt

Pessoas autorizadas:

Operations by Country

Since 2005, thirty-four countries are suspected of sponsoring cyber operations. China, Russia, Iran, and
North Korea sponsored 77 percent of all suspected operations. In 2019, there were a total of seventy-
six operations, most being acts of espionage.

s Autorda apresentacao: Ca
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Cyber Operation Incidents (Top 10)

Since 2005

350
300 290 .
46 Paises

250
11 Operacoes Conjuntas

200 183
150
109 102

100

Pessimista -

0
China Russian Iran North Pakistan United India Vietnam Israel United
Federation Korea States Arab

Emirates
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Cyber Operation Incidents
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Pessimista &
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/ Uso de |IA Generativa para criar sites falsos
de noticias para fraudar ad market [Ja
existe].

/ Deep Fake de voz e video em golpes e
manipulacdo de opiniao publica [Ja existe].

/ Fake Nudes para extorsao [Ja existe]

/ Uso de machine learning para identificar
[Ja existe] ou explorar vulnerabilidades

Pessimista / E muito mais...

Classificacdo da Informacao: Publica Pessoas autorizadas: SOS s Autorda apresentacao: Carlos Cab
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Pessimista
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Escalada dos conflitos digitais J

+
Intensificacao na correlacao de taticas entre
cibercrime e adversarios Estatais

+

Desafios para a soberania tecnoldgica e
fragmentacao da Internet
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Pessimista

Quadrilha Avancada Estado-Nacao
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Pessimista
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Escalada dos conflitos digitais J

+
Intensificacao na correlacao de taticas entre (
cibercrime e adversarios Estatais
+
Desafios para a soberania tecnoldgica e
fragmentacao da Internet
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Pessimista
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/ Controle
/ Censura
/ Vigilancia
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G'F{OECHINAYENG'FOFCHINA
NOS/AN0S}2000QNOS/ANGS2010

— et

Pessimista
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Pessimista

Classificacdo da Informacao: Public

Pessoas autorizadas:

= EL PAIS

~
Opiniao OPINIAO - EDITORIAIS - COLUNAS - TRIBUNAS - ANALISES

A “espionagem”do
TikTok. Entre o
capitalismo de

vigilanciaea
apropriacdo da
Internet
Ainda havera esperanca enquanto for

possivel assistir videos de gente
danc¢ando nas redes sociais

Rede social TikTok é acusada de roubar dados dos dispositivos de seus usudrios.
ANJUM NAVEED (AP)

CARLOS CABRAL
03 AGO 2020 - 12:20 BRT

s Autorda apresentacao:Carlos Cabral
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Pessimista
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Escalada dos conflitos digitais J

+
Intensificacao na correlacado de taticas entre J
cibercrime e adversarios Estatais
+
Desafios para a soberania tecnoldgica e J
fragmentacao da Internet

Conflito e:competigéo
tecnoldgica
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Ransomware e malware

Extorsdo e toda “fauna e flora” de c6digo
malicioso

Ameacas contra dados

Violacao, destruicdo ou vazamento

, Seriam fortemente aumentados,
Ataques de Supply Chain )
Ataques contra empresas por meio de seus remOdE|adOS e ﬂOVOS tIpOS

fornecedores . .
Ameacas contra disponibilidade poderiam ser criados

- Negacao de Servico

Exaurir a capacidade dos sistemas

Manipulacao de Informacao

Pessimista

Fake News e outros métodos de interferéncia na
opiniao publica
Engenharia Social

Golpes e ataques contra as pessoas
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Ameacas contra

disponibilidade - Internet Com a Internet fragmentada, se
Interrupcdes, apagdes, desligamentos ou torna fa'c” Ilgar e desllgar.

censura da Internet.

Pessimista
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Provavel

Classificacao da Informac&o: Plblica Pessoas autorizadas: Todos 0s f
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Avancos em seguranca cibernética
acompanhados por uma corrida

armamentista digital.
+

Politicas de seguranca cibernética focadas em
resiliéncia e recuperacao.
+
Reordenamento das forcas no sentido de
elevar no nivel de coordenacao entre atores

Coexistéencia Conflituosa
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Ransomware e malware

Extorsdo e toda “fauna e flora” de c6digo A.meagias_ c.ontra
malicioso disponibilidade - Internet

Ameagas contra dados Interrupcoes, apagoes, desligamentos ou

Violacao, destruicdo ou vazamento censura da Internet.

Ataques de Supply Chain

Ataques contra empresas por meio de seus
fornecedores

Ameacas contra disponibilidade . (e
- Negacao de Servico Passariam por oscnagoes e

Exaurir a capacidade dos sistemas metamorfoses.

Manipulacao de Informacao

PrOVével Fake News e outros métodos de interferéncia na IA ajUda ta ntO (0] OfenSiVO quanto
opiniao publica d f .
Engenharia Social O defensivo

Golpes e ataques contra as pessoas

Classificacdo da Informacao: Publica Pessoas autorizadas: S0S P s Autorda apresentacao: Carlos Cab
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Nosso trabalho ta garantido
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Obrigado

Créditos das imagens: cottonbro studio | pitylaugh |
Jonas De Ro | Nivanh Chanthara | DW | Radio
Bandeirantes | NBC | Felca | 4 News | The Guardian |
Open Al | AFP | Joel & Jasmin Farestbird | Gilly Stewart
| Geranimo | Time | Gregory Gallegos | BBC | Climate
Central | IDEC | Rob Wicks | Ital | Michael Dziedzic |
Daan Mooij | Igor Omilaev | Charlie Chaplin | Airtel |
Navégalo | China Channel | Mika Baumeister |
Jacques Dillies | Plannera | Tunnel motions | Blue Bird
ANTONIO IDINI | Tom e Jerry

Tempest
ACADEMY

Conference
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